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Preface

This document covers the functional flow and detailed configuration required for provisioning users in
Collections using OIM or DB based configuration. OIM Reconciliation and Schedule jobs are not in scope.

This preface contains the following topics:

= Audience

m Documentation Accessibility
= Organization of the Guide

= Related Documents

m Conventions

Audience

This document is intended for the following:

m |T Deployment Team
= Consulting Staff

m  Administrators

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support.

For information, visit http://www.oracle.com/us/corporate/accessibility/support/index.html#info or visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#trs if you are hearing impaired.

Organization of the Guide

This document contains:

Chapter 1 About this Guide

This chapter provides details about the applicability of this guide.

Chapter 2 Introduction

This chapter presents an overview of user provisioning.

Chapter 3 Configuration

This chapter provides information on configuring OIM and DB for user provisioning.
Chapter 4 User Fields and Constraints

This chapter provides information on the user provisioning fields and related constraints.
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Chapter 5 Create, Modify, Delete Users using OIM

This chapter provides information on user provisioning activities using OIM.

Chapter 6 Create, Modify, Delete Users using DB Based Configurations

This chapter provides information on user provisioning activities using DB based configurations.

Chapter 7 Verification

This chapter provides information on verification of OIM configuration performed.

Related Documents

For more information, see the following documentation:

m Forinformation on the configuration that should be performed on day zero, see the Oracle Banking
Enterprise Default Management Day Zero Setup Guide.

Conventions
The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.
Monospace type indicates commands within a paragraph, URLs, code in
monospace
examples, text that appears on the screen, or text that you enter.

1
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1 About this Guide

This guide is applicable for the following products:

m Oracle Banking Platform (Oracle Banking Collections and Oracle Banking Recovery)

= Oracle Banking Enterprise Default Management (Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery)

References to Oracle Banking Platform or OBP in this guide apply to all the above mentioned products.

1 About this Guide | 13
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2 Introduction

In Oracle Banking Platform (OBP), users are maintained in a centralized repository, either in Oracle Internet
Directory (OID) or in DB based repository. This repository is used for authentication and authorization
purpose.

Oracle Banking Enterprise Collections module has its own authentication and authorization process. Users
configured in the OBP require access to some of the services of Oracle Banking Enterprise Collections and
Oracle Banking Enterprise Recovery. To access those services, user must be present in the Oracle Banking
Enterprise Collections and Oracle Banking Enterprise Recovery database. Hence, the user provisioned in
OBP is required to be provisioned in Oracle Banking Enterprise Collections and Oracle Banking Enterprise
Recovery module as soon as it is created in OBP. A typical Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery request flow from online OBP user is authenticated and authorized by the OBP
framework and is forwarded to the Oracle Banking Enterprise Collections and Oracle Banking Enterprise
Recovery module. Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery uses the
user detail to create context to fetch underline service to serve the request.

Users are provisioned in Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery
when they are created in OBP.

2 Introduction |15
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3 Configuration

This chapter details the configuration required for Oracle Identity Manager (OIM) and DB.

3.1 Prerequisites for OIM Configuration

Following is the list of prerequisites for configuring OIM:

1. You must install the following software:
m Weblogic Server 12.2.1.4.0
m SOA Suite 12.2.1.4.0
= |AM Suite 12.2.1.4
s RCU12.2.1.4
2. You must have administrative access to the following:
m Oracle Identity System Administration http://<Host>:<Port>/sysadmin/
m Oracle Identity Self Service http://<Host>:<Port>/identity/

m Oracle Directory Services Manager (ODSM). For more information, see Chapter 7.1 Verification
of OIM Configuration.

3. URL of OID to which OIM is synchronized is known. Also, must have administrative access to ODSM
to connect OID.

4. Check following artifacts are available as part of Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery release bundle:

m collections_oim_export.xml

3.2 Create System User

The following configuration is to create Oracle Banking Enterprise Collections and Oracle Banking Enterprise
Recovery System User for OIM. System User is required to authenticate OIM Oracle Banking Enterprise
Collections and Oracle Banking Enterprise Recovery user provisioning request at OBP server.

Note

It is assumed OBP default User and Role (Application Role Enterprise
Role) configuration is already seeded in OID.

1. Create user with User ID OIMOBPCOLL using ODSM. Provide necessary User attributes.
2. Assign enterprise Role Administrators to User.

3. Create same user in Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery
using native Collections Admin Application Ul. Assign CLNHOSTUSER Group to User, to provide
minimum access of native admin screen. For more information, see Section 7.3 Create Users in
Collections Admin Application

3 Configuration | 17



3.3 OIM Configuration

3.3 OIM Configuration

This section provides information on OIM Configuration.

3.3.1 Import Configuration

Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery connector configuration for
User Provisioning must be imported. Below is the list of artifacts developed for Oracle Banking Enterprise
Collections and Oracle Banking Enterprise Recovery User Provisioning.

Table 3—1 Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery User Provisioning
Artifacts

Artifact Artifact Type Description
It stores definition of connection parameters to
COLL CONNECTTOR 6Tc | [ Resouce | comectOrcle Sonking Entepteo Colctns
system.
Xellerate Users Organization

2(35)_|C_IOOCLL_CON NECTOR_GTC_ Event Handler

adpCOLL_CONNECTOR_GTC Event Handler

UD_ORMBCONN Form
UD_ORMUSERG Form
COLL_CONNECTOR Generic Connector

Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery configuration can be
imported in OIM by using Oracle Identity System Administration.

1. Loginto Oracle Identity System Administration.

2. Inthe left pane, under System Management, click Import.
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3.3 OIM Configuration

Figure 3—1 Oracle Identity System Administration - Import Configuration Screen

ORACLe |dentity System Administration Accesshilty | Sandboxes | Help | Sign Out

4 Policies Appication nstances X  COLL_CONNECTOR_GTC X | &) Import X &

B Aoproua Pocies

4 Provisioning Configuration

R ecncin Import Configuration
(7o Desiner Back L Cancel | Next >
17 Resource. search Import Options Summary

e Click on browse button to select wml file and press next.
Generic Connector

Application Instances File To be Imported Ho
& Manage Connector

4 System Entities
Buser
& Organization
&roe
@ Catalog

4 System Configuration
& Home Organization Policy
[ St Service Capabiles
8 Lookups
[E§ Role Gategories
i3 Scheduier
A Natiication
& Configuration Properties
& import
(@ Export

4 Upgrade
8 Upsrade User Fom
@ Upgrade Role Fom
&, Upgrade Organization Form
&l Ungrade Application Instances -

Copyright & 2001, 2017, Oracle andlor ts afiiates. Allights reserved About

3. Click Browse to import the configuration xml file and click Next.

Figure 3—2 Browse the file to be imported

[Impart Configuration

L o Cancel = Next >
Search Impart Options Summary
Click on browse button to select xml file and press next.

ONNECTOR.xm Browse

File To be Imported

3 Configuration | 19



3.3 OIM Configuration

Figure 3—3 Import Options

ORACLE' ldentity System Administration Accessibity | Sandboxes | Help | Sign Out

& Manage Connector * | & import x @

4 System Entities
& User . .
P— Import Configuration

G Role < Back 0 L]
(@ Catalog Search Import Summary
Options

Cancel Next

- Select a value for Import options and click next.
4 System Configuration port op!
& Home Organization Policy User References Keep Original v

Self Service Capabilities -
@ " Role References Keep Original v
@ Lookups

& If Object Exists Override v
£ Role Categories
[ Scheduler N
) Notification
& Configuration Properties
& Import
(@) Export
4 Upgrade
[&] Upgrade User Form
&l Upgrade Role Form
& Upgrade Organization Farm
Upgrade Application Instances
4 Workflows
[ Approval =

Copyright ® 2001, 2017, Oracle andlor s affiliates. Al rights reserved About

4. Click Next.

Figure 3—4 Summary of the import

ORACLE' Identity System Administration Recsssilty

ses Mol Sgn Ot

4 Polcies Agpicaton
& Aproval Policies

= x| thy Import x @
4 File Preview

4 Provisioning Configuration

aton File Name: COLLCONNECTORxi

& Fom Designer Description:

Exported By ¢

Export Dat

Rezor

XELSYSADM
Tue Oct 312017 11:19:12 GMT+0830 (India Stangara Time)
Export Uity Version: 111,

8 1T Resour

18 Sansic Conn
2 Aopicstn nten
@

e 4 Selected Entities

4 System Entiies

Bu: Entity Name Type

& iien COLL CONNECTOR GTC. 7 Resource Definon
Broe

Qs Kelerate Users Organization

2dpCOLL CONNECTOR GTC_AUTOC

Event Handier
4 system Configuration

2dpCOLL CONNECTOR GTC Event Handier

UD_ORMBCONN

Form

03 Role Caegaries UD_ORMUSERG o

B COLL CONNECTOR Geneic Connector
comihortechxgatzobjcUD ORMUSERG Data Otect Defnton
& Confguration Foperies
- comihorech | datzobjcUD ORVIECONN Data Otect Defnton
o
(@ Espen Applicationinstancedd Entity Publication
4 Upgrade Page 1 of 1 (110 of 10tems)
B
4Import Options
Ongaizsion Fom
p—
e Name Value
4 Workfiows o o
e References rigina
B Avproval P ong
Role References Xeep Orgi
Fosen st Overide

Copyright 2001, 2017, Oracle o s fltes. Al ighs resarved

Asout

5. Click Import.

6. On successful import of data,File has been imported successfully message will be displayed.
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3.3 OIM Configuration

Figure 3—5 Successful Inport Message

ORACLE: |dentity System Administration Accessbity  Sandboxes  Help  Sign Ot elsysadm

@ Manage Comector 5 & import x &
4 System Entities @ File has been imported successfully. X
& User

& Organization

e Import Configuration

@ Catalog
Back L O O Cancel | Next >
4 system Configuration Search Olrzport Summary
ptions

& Home Organizaticn Policy Click on browse button to select xml file and press next.

[ Self Sewice Capabilities
File To be Imported Browse
@ Lookups
[ Role Cetegories
[B Screduer
I Notiication
& Configuration Properties
& Import
(& Exoort
4 Upgrade
18] Upgrade User Fom
& Upgrade Role Form
& Upgrade Organization Form
Upgrade Application Instances.
4 Workflows
& Approval -

Copyright @ 2001, 2017, Cracle andor its afiiiates. All right d
opyrigt racle andior its affiites. All rights reserve e

3.3.2 Manage Generic Technology Connector
Following Run-Time Parameters need to be set.

1. Inthe left pane, click Generic Connector. Following window appears.

Figure 3—6 Generic Connector

ORACLE' |dentity System Administration

Accessbity  Sandboses | Help | SgnOut | xelsysadm
4 Policies =

[ Approval polies

4 Provisioning Configuration ® Not secure | 10180.26.1 JxWebA Connec
@ Reconcilation

[ Form Designer
17 Resource
@ Generic Comector

Application Istances

(& Manage Comector For

4 System Enties Search Connectors | Create| _Clear
@auser
& organization
& Roe

Qcatalog

4 System Configuration
& Home Organization Poiicy
(B SeifSenice Capabiities
@ Looups
[ Role Categories
R Scheduier
L) Notification
49 Configuration Properties
Syimport

et

4 Upgrade

8] Urorade UserForm

& Uncrade Roke Form

& Upgrade Organzaton Form

Upgrade Applcation Instances -
Copright © 2001, 2017 Oracle ancior s sistes. Al rights reserved

About

2. Click Search Connectors and click COLL_CONNECTOR.
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3.3 OIM Configuration

Figure 3-7 Search Connectors

[ Specify Parameter Values -

@ Not secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do

Manage Connectors
Enter connector ssarch criteria.

Eerm —

Transport Provider {Provisioning)
Farmat Pravider (Provisioning)
Transport Provider {Reconciliztion)
Format Provider (Reconcilistion)

Search Connectors | Create | Clear

MEIRIR

Results 1-5 of 5 First | Previous | Next | Last

Transport Provider Format Provider Tran: Provider Format Provider
Connector Nams (Provisioning) (Provisioning) tkﬂsp?:iliaimn' )] (Reconciliation)
COLLCONMECTOR Web Services SPML
ORMBCONNECTOR Web Services SPML
PRIYANKACONNECTCR Web Services SPML
COLLECTIONCONNECTOR Web Services SPML
COLL_CONNECTOR. Web Services SPML

First | Pravious | Next | Last

javascript.getEntityDetails{ManageConnector.d...

3. Click Edit Parameters.

Figure 3-8 Edit Connector Parameters

e =
(@ Not secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do

Connector Datails
This is detsiled information about the connactor.

Connector Name COLL_CONNECTOR.
Transport Provider (Provisioning) Web Services
Format Provider {Provisioning]) SPML

Transport Provider (Reconcilistion)
Format Provider {Reconcilistion)
Edit Parameters | Exit

Back To Search Results

4. Specify parameter values as shown below:
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3.3 OIM Configuration

Table 3—2 Run Time Connector Parameters

Parameter

Parameter Value Description
Name

Web Services

. This is the URL for
Web Service http://<Host>:<Port>/com.ofss.fc.channel.branch/spmi2 | the Web service
URL receptor.

SPML

ID of the target

system for
Target ID OUAF provisioning

operations.

User name required
SYSUSER for authentication
by the Web service.

User Name
(authentication)

Password required
for authentication
by the target Web
service.

User Password

(authentication) sysuser00

Figure 3—-9 Specify parameter values
3 Specity Porameter Valus - Gomgle Chrome I oo

A Not secure | 10.180.26.128:14600/xIWebApp/ManageConnector.do o a
- I
Manage Generic Technology Connectar 1@ s

Step 2: Spacify Parameter Values

This is the URL for the Wb servica raceptor.

ID of th target systam for provisioning cparstions.
User name required for authentication by the Web service.

Passwiord raquired for authentication by tha tarpst Web ssrvics.

I the WSDL fle, this is the “scaphction” attribute valus for the “operation” slement.

WSSE Configur ‘Specify whether or not the target SPML Web Service is configured to

e WS-Security credentisls.

Custom Authentication

Namespaca that defines custom authentication eredantisls. Specify 3 valus only if the Web service is not configured
for WESE.

Custom Authentication tion ssction that is to ba included in the SOA headsr. Spacy

re the password required far suthentication by
red for WSSE.

°g Style (DOCUMENT or RPC) = pocumenT In the WSDL file, this is the style atiribute value for the binding slement,
oo Dota Type In the WSDL A trribute of the “complexType” element. This parameter is
P E ppiicable only

In the WEDL f

nt b Stors Pazsword

for the "operation” alemant. This parameter is applicable only if

Operation Name

|

In the wDL A he “targetiiamespace’” attribute valus for the "definition” slemant

Name of the custom prefic o otain the sosp message bady, If the targst Web saric i runming o
3, then you nesd not specify 2 valus for this

e that
SPML Web Sevics Soap Message Body Prefx | BEn viablogic, 161 WebSenere, 6% Appicanon Sever, or Goh fen

parameter.

Chi Dataset Holding Roe Merbershia | ——— Name ofthe ID atirbuts for » Provisioring Staging chid datasst holding rol membership informatin

Target Date Format. Date Fermat cuparted by e Daie sirintes o Proveianing Sisging Dateset. Defaul value iy Mira
Bxit| Continue >>
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3.3 OIM Configuration

5. Click Continue. Modify Connector configuration screen appears.

Figure 3—10 Modify Connector Configuration (Mapping Information)
I3 Generc Technology Connector - Geogie chvome (NN ——— s e e u—‘g

@ Not secure | 10.180.26.128:14600/xIWebApp/gc/ConnectorimagePopUpTiles.jsp
D@
Step 3: Modify Connector Configuration | close |
OIM Provisioning Staging
7] User
ocountSummary

Hes High Flisk En.
Last Name

Risk Update Date
Hae High Fisk L.
Last Failed Logi
Has High Flisk P.
Fassword

Job Gade

10.180.26.126:14600/xIWebApp/gc/ConnectorimagePopUpTiles. jsp#

6. Click the Editicon for User field name in the provisioning staging column.

Figure 3—11 Edit Mapping Information

[ Generic Technology Connector - Google Chrome. = e s )

@ Notsecure | 10.180.26.128:14600/xIWebApp/gc/ConnectorimagePopUpTiles jsp# Q

L@ 5
Step 3: Modify Connector ConfigurdBites so o e e ) os

@ Not secure | 10.180.26.128:14600/xIWebApp/ModifyConnect. & |[Bing

Modify Generic Technology Cannector
fy oy @Dz

Applicable
Not Apicatle

L] _Continue >>

O RN Y Y O Y O T S

upUser

f_<cratonDaie

Ha: nghHskﬁo
Entitement Summ

Widdle Name

Fassword Cannol
Deprovisioning D

Fassword Must CF
Display Name.

7. Click Continue to provide mapping information for the User field name. Select the Literal radio button
and keep the input blank.
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Figure 3—12 Provide Mapping Information
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Provisioning Date
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8. Click Continue and then Close. Following window appears where Connector Information can be
verified.

Figure 3—13 Verify Connector Information
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Step 5: Verify Connector Information
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Transport Provider Web Services
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Target ID ousF
User Name (authentication) SYSUSER
- (authentication) T

‘Web Service SOAP Action
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Custom Authentication Header Element
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SPML Web Service Binding Style (DOCUMENT or RPC) DOCUMENT
SPML Web Service Type
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SPML Web Service Target Namaspace hittp: ol e com/ Oy
SPML Web Service Soap Message Body Prefix
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Target Date Format Fyyy-MM-dd

Connector Configuration Change

ﬂ << Back ﬂ

9. Click Save.
Following message window appears on successful configuration of run time parameters.
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Figure 3—14 Successful Configuration Message

-
B o e e R —

@ Not secure | 10.180.26.128:14600/xIWebApp/CreateConnector.do (S}
You have crasted the connector COLL_COMNECTOR. Click the connector names to view its details: ]

COLL CONMNECTOR

Create Another Connector

3.3.3 Create and Activate Sandbox

Following is the configuration to create, activate, deactivate, and publish sandbox.

1. Click Sandboxes.
Manage Sandboxes page is displayed.
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Figure 3—-15 Oracle Identity System Administration - Sandbox tab
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Active o By

3.3.3.1 Create Sandbox
To create a Sandbox, perform the following steps:

1. Click Create Sandbox.
Create Sandbox dialog box is displayed.

Figure 3-16 Create Sandbox Dialog Box and Parameters

Create Sandbox

* sandbox Name  CollectionTest

Sandbox Description  CollectionTest

Activate Sandbox

Save and Close  Cancel

About

3 Configuration | 27



3.3 OIM Configuration

2. Specify the following values:

Table 3—3 Create Sandbox Parameters

Sandbox Fields Values

Sandbox Name CollectionsDev

Sandbox Description Collections Development
Activate Sandbox Check check box

3. Click Save and Close.
The Confirmation dialog box appears.

Figure 3—17 Sandbox Creation Confirmation

Create Sandbox X

@ Confirmation

Sandbox CollDev was created using label Creation_IdM_CollDev_04:20:13.

4. CollectionsDev sandbox is created and it is activated.
Note

After you activate the sandbox, any changes to metadata objects are
stored in the sandbox only. There can be only one active sandbox at a
time. The information about the active sandbox is stored in the session.
Therefore, a sandbox must be activated to continue with customization
after every login to Oracle Identity Manager.
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Figure 3—18 Available Sandbox
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3.3.3.2 Activate Sandbox

s
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox fo make the customizations available fo other users.
View ¥ Create Sandbox 3

) Refresh

To activate a Sandbox, perform the following steps:

1.

Figure 3—19 Activated Sandbox
ORACLe:" Identity System Administration

4 Policies [ Manage Sandbores %
[® Approval Policies
- - Available Sandboxes  Pubished Sandootes
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& Organizafion
&iroe

Q) Catalog

are

) Refresh

ofher users environments
p publish the sandoox to make the customizations availabie to other users.

@ Deactivate Sandbox (i Publish Sandbox

2. Sandbox is active now. It will be highlighted with green dot.

3.3.3.3 Deactivate Sandbox

To deactivate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox.

2. Click Deactivate Sandbox to deactivate sandbox

Sandbox is deactivated now.

& Export Sandbox

Accessibily  Sandbores {GollDev) | Help | Sign Out

(&) Import Sandbox %y Bulk Publish 1 Detach

LastModified  Last Modified
Active o By

Q Mo 13,2018

mdsintemal

Select CollectionsDev sandbox and then click Activate Sandbox to activate sandbox.

Accessibiity  Sandboxes (CollDev)  Help  Sign Out

& Import Sandbox &) Bulk Publish ] Detach

i LastModified  Last Modified
Adive g By

] Nov13,2018  mdsintemal
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Figure 3—20 Deactivate Sandbox
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3.3.3.4 Publish Sandbox

To publish a Sandbox, perform the following steps:

1.

Figure 3—-21 Publish Sandbox
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To customize create andor activate a sandbax. After customizations are complete you can publish the sandbox fo make the customizations available to other users.
Create Sandbox 3¢ Delete Sandbox

) Refresh @ Activate Sandbox
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Select CollectionsDev sandbox and then click Publish Sandbox to publish sandbox.

Accessilty  Sandboces | Help  Sign Out

B
Available Sandboxes  Publshed Sandbones
4 Provisioning Configuration
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@ Connector
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pplicaion Instances
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& User
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i roe
QA Catalog
2. Sandbox is published now. It will be removed from sandbox list.
Once Sandbox is published, all changes will be visible to all the users.
Figure 3—22 Published Sandbox
ORACLE' |dentity System Administration Accesshilly  Sandboxes  Help  Sign Out
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3.3.4 Create Form Associated with Application Instance
To create forms associated with the resource objects, and subsequently with the application instances, follow

the below steps:

1. Loginto Oracle Identity System Administration.

2. Create and activate a sandbox. For detailed instructions on creating and activating a sandbox, see
Chapter 1.3.3 Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery

Sandbox.

3. Inthe left pane, under Configuration, click Form Designer. The Form Designer page is displayed.

Figure 3—-23 Create Form - Form Designer

ORACLE: |dentity System Administration

4 Policies Form Designer x

& Approval Policies
Search Forms

4 Provisioning Configuration
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8} IT Resource

@ Generic Connactor Search Results

Application Instances Actions v View v & Create /'

(] Manage Connector Row Form Name

4 System Entities LDERBT;
& User
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i Role

4. Click Create on the toolbar. The Create Form page is displayed.

Accessibilty ~ Sandboxes | Help  Sign Out

Saved Search Implicit Search ¥

Search  Reset  Save...

[ Detach

Type Resource Type

5. Inthe Resource Type field, verify the name of the resource object with which the form is associated is
displayed. To change the resource object name, click the Search icon next to the Resource Type
field, and search and select a name from the Search and Select: Resource Type dialog box.

Figure 3—24 Create Form - Resource Type
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6. Select Resource Type as COLL_CONNECTOR_GTC and provide a name for the form (for example,
SampleForm).

Figure 3-25 Create Form - Resource Type (COLL_CONNECTOR_GTC)

Search and Select: Resource Type

4 Search

Name

Name

COLL_CONNECTOR_GTC
COLLCONNECTOR_GTC
COLLECTION_CONNECTOR_GTC
COLLECTIONCONNECTOR_GTC
Collection User

Collecton User New

olDseer
ORMBCONNECTOR_GTC

7. Available Form Fields will be displayed in the below section of the page.

Figure 3-26 Create Form Resource Type - Available Form Fields
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8. Click Create.
A message is displayed stating that the form is created.
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11.

12.

13.
14.

9. Refresh the Search Results in Form Designer page for resource type : COLL_CONNECTOR_GTC.
10. Select the SampleForm from the results.

Figure 3—-27 Search Form
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Manage SampleForm page is displayed.

Figure 3—28 Manage Collections User Form
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Figure 3—29 Manage Form
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Figure 3-30 Manage Child Objects form fields
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15. Click the userGroup and give default value as ALL_SERVICES.

Figure 3-31 Set default values for field- userGroup
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16. Click expirationDate and give default value as 2100-01-01.

Figure 3-32 Set default value for field- expirationDate
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17. Click Save and Close.
18. Click the Back to Parent Object Link.
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19. Close Manage SampleForm tab.

Steps to associate the form with the application instance:

1. Click the Application Instances Menu. Click Search and select COLL_ CONNECTOR_GTC.

Figure 3—33 Search Application Instances and select COLL_CONNECTOR_GTC

ORACLE:' |dentity System Administration
4 Policies
[ Approval Poiicies

4 Provisioning Configuration
@, Reconciliation

[E] Form Designer

onnector

Application Instances

(@ Manage Connecor

4 System Entities

Accessibity | Sandboxes (Testl)  Help | Sign Out

[ Manage Sandoaes * | Application Instances x [}
Search Application Instances

Note: Applicaton Instance management for Template based Application should be done via Application On-boarding wizard available on Self.Service UL

4 search Saved Search | Search Appiicaion Insiances: ¥

Match ® A1 O Any

Resource Object Starts with v
Display Name  Starts vith v
IT Resource Instance  Starts vith v

Search | Reset | Save.. AddFields v  Reorder

& User
Search Results
& orgaizaion Actions v View v Creste 7 Open 3 Delete ) Refresh s Detach
i Role
- . Q Q
Qcatiiog
Row# Display Name Description i

4 System Configuration 1 PRIVANKACONNECTOR_GTC PRIVANKACONNECTOR_GTC PRIVANKACONMECTOR_GTC ~ PRIVANKACONNECTOR_GTC
& Home Organization Policy 2 OiDsener 0ID Server OIDSener OIDsenver
9 Seff Servie Capabities 3 COLL CONNECTOR GTG COLL_CONNECTOR GTC COLL_CONNECTOR_GTG COLL_CONNECTOR_GTC
8 Lok 4 COLLECTION_CONNECTOR_GTC ~ COLLECTION_CONNECTOR_GTC ~ COLLECTION_CONNECTOR_GTC ~ COLLECTION_CONNECTOR_GTC

ookups

N 5 GOLLCONNEGTOR_GTG COLLGONNEGTOR GTG GOLLGONNECTOR GTC COLLGONNEGTOR_GTC
g Role Categories 6 coLLaPP coLLPP Collecton User New Colleton Arguments
3 scheduter
3 Noffcation
& Conturaton Proprties Rows Selectsd 1| Conmnaristen 4
& import
() Export

4 Upgrade
5] Unerade User Fom
) Upgrade Role Forn
& Upgrads Organization Form
Upgrade Application Instances

10.180.26.126:14 s/home?tf=manage sandbores® About

36 | Oracle Banking Enterprise Default Management User Provisioning Guide



3.3 OIM Configuration

2. Click the Attributes tab.

Figure 3-34 Application Instance Attributes
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In Form list, select above created form and click Apply.

Figure 3-35 Associate Form with Application instance
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4. Message ‘Application instance modified successfully’ is displayed.

Figure 3—-36 Success message
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Parent Appinstance Q

10.18026.128:14600/sysadmin/faces/nome?tf=manage_sandboxest

About.

5. If required, you can export the sandbox to store all the changes made in your sandbox.
6. Publish the sandbox.

3.3.5 Create Acces

s Policy and Role

3.3.5.1 Create Access Policy

Policy based provisioning is
resource.

being used, that is, whenever policy is applied, the user is directly provisioned to

This policy is applied whenever a user is made part of specified role For example: Collection_Users. Also,

Collection_Users is applied

to user through membership rule. Thus, policy will be applied to user and the user

would be provisioned to resource Oracle Banking Enterprise Collections and Oracle Banking Enterprise

Recovery User.

Note

Here, we have used Collection_Users Role, but it can be changed as
required. See Section 3.3.5.2 Creating Roles for Role Creation.

1. Loginto the Identity Self Service.

2. Click Manage and then click Roles and Access Policies.
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3. Select the Access Policies. The Search Access Policies page is displayed.

Figure 3-37 Identity Self Service — Manage tab

Sandbores  Cuslomize ¥elsysadm ¥ ==

ORACLE Identity Self Service & seit senvice

Home
Users Roles Policies Organizations Administration Roles
Manage users Access Poles  £C8SS Manage organizations Manage admin roles
Policies Applications
Manage policies Add and modify connected
applications for user account
access

(Copyright © 2001, 2017, Oracie sndlor s sfistes. Al righ's reserved

Figure 3-38 Access Policies

Sandboxes  Customize xelsysadm v ===
ORACLE Identity Self Service & self servce

Rl =
Home = Access Policies

l'é Access Policies

Adtions v View v 4 Create Open Delete  4) Refresh

2

Name Deseription
I Collection User - Access Policy  Collection User - Access Policy

ity TestPolicy TestPolicy

Copyright ® 2001, 2017, Oracle andior ts afiliates. Al ights reserved
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4. Click Create. Create Access Policy Page is displayed.

Figure 3-39 Create Access Policy

Sandbores | Customize xelsysadm ¥

ORACLE identity Self Service & serservice m

Home  Access Poicies x | Creste Access Policy X B

Create Access Policy

Attributes Applications

General Attributes

* Name
* Description

“Owner User v systemadminstrator | O
Retrofit

* Priority Level 3

2017, Oracte andlor s sffvat

5. Enter following details (for example) and click Next.
= Name: Coll_AccessPolicy

m Description: Coll_AccessPolicy

Figure 3—40 Access Policy details

Sandboxes =~ Customize xelsysadm ¥

ORACLE Identity Self Service .

] Self Service Manage

Home  Access Policies X | Create Access Policy x Eg

Create Access Policy

® O Cancel  Next
Attributes Applications
General Attributes
* Name  Coll_AccessPolicy
Coll_accessPolicy
* Description
“

*Owner User ¥  System Adminisirator <

Retrofit

* Priority Level 3

Copyright ® 2001, 2017, Oracle andior its affikstes. All rights reserved

6. To specify the application instances provisioned by this access policy, click Add and select COLL_
CONNECTOR_GTC Application Instance. Click Select.
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Figure 3-41 Add application instance associated with access policy

Add Application Instance

Search Display Name ¥ Q| Search for Appication Instances and a0d them to the Seected Hems table below
Resuits
View ¥
Name Display Name Description
s L s Y9
oIDSerer oIDSerer 0ID Server
COLL_CONNECTOR_GTC COLL_CONNECTOR... COLL_CONNEGTOR_GTC

COLLECTION_CONNEC... COLLECTION_COM... COLLECTION_CONNECTOR_GTC

Page 1 of2 (I4ofGilems) [z > »

v Add Selected | Add All Remove Selected 4 Remove All

Selected Application Instances.
View v

Display Name ~ Name
COLL_CONNE...  COLL_CONNECTOR_GTC

Click Finish.

In the Search Access Policies Page, select the above created policy and click the Applications tab.

Figure 3-42 Search Access Policy

Sandboxes = Customize xelsysadm ¥ ==

ORACLE Idenfity Self Service Ay Self Service

— m
Home | Access Policies %

E Access Policies

Search Name v Q

Actions v View v o Create  / Open ) Delete  +) Refresh = Detach
4

Name Description

i) Callection User - Access Policy  Callection User - Access Policy
iy TestPolicy TestPalicy

iy Coll AccessPolicy Coll_AccessPolicy

Copyright © 32001, 2017, Oracke andr its sfitstes. All ights reserved
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9. COLL _CONNECTOR_GTC application would be listed in the Provisioned Applications list.

Figure 3—43 Provisioned applications for the policy

Sandboxes  Customize Xelsysadm v

ORACLE ' Identity Self Service & sef Service Manage

Home Access Policies x = Create Access Policy % Eg

Create Access Policy

Back O [ ] Cancel

Aftributes Applications
Provisioned Applications
Specify the application instances provisioned by this access policy
View v & Add =" Detach
Display Name Description Constraints
COLL_CONMECTOR_GTC COLL_CONNECTOR_GTC Revoke v
Denied Applications
Specify the application instances denied by fhis access policy
View v = Add [ Detach
Display Name Description

No data to display

Copyright ® 2001, 2017, Oracle andior its afisatas. All rights reserved

10. Click the COLL_CONNECTOR_GTC application. Provide default values for the General Attributes
and Child Form fields.

m objectClass: User
m userGroup: ALL_SERVICES
m expirationDate: 2100-01-01
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Figure 3—44 Application Attributes

Sandboxes Customize xelsysadm v
ORACLE Identity Self Service W seif Service Manage

Home  Access Policies X | Access Policy - Coll_Acce... X &

Access Policy - Coll_AccessPolicy

Aftributes | Applications | Roles

Save  Cancel
General Attributes
containerlD ]
objectclass User IT Resource2 122
4 Child Form of COLL_CONNECTOR representing child-dataset : userGroupUser
Select ¥  Search
View ¥ 4 Add 3 Delete  { Delete All {a’ Detach
userGroup ~ expirationDate ~ Pending Action ~
1 ALL_SERVICES 2021 b Add
[

Copyright © 2001, 2017, Oracle andlor its sfiistes. All rights raserved

11. Click Save and Apply.

3.3.5.2 Creating Roles

This role is used to define access policy. Minimum access should be provided as it would be applied to every

user eligible for Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery User
provisioning.

1. Loginto Identity Self Service.

2. Click Manage and then, click Roles and Access Policies .
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3. Select Roles. The Search Roles page is displayed.

Figure 3—45 Oracle Identity Self Service- Roles Tab

Sandboxes  Customize xelsysadm v

ORACLE Identity Self Service & seifsenvice

Home | Roles x @
-
‘s Roles
Search Name v Q_ Advanced
Actions v View v Create Ope Delete 47 Refresh  Ey g Detach
Name I escription
s ALL USERS Default role for all users
s Administrators Administrators role for SOA
s BIReportAdministrator Administrators role for Bl Publisher Reports
e COLL_USER COLL_USER
% CollUser Coll User
s OPERATORS Operator role
“u: SELF OPERATORS Operator role for self registration

s SYSTEM ADMINISTRATORS System Administrator role for OIM
e TestFullAccess TestFullaccess

s TestUsers TestUsers

Copyright @ 2001, 2017, Oracle andfor its affiliates. All rights reserved

4. Click Create on the toolbar. The Create Role page is displayed.
Specify the following values and then click Next.
m Name: Collection_Users
m Display Name: Collection_Users

m Role Description: Default Role for all Oracle Banking Enterprise Collections and Oracle
Banking Enterprise RecoveryUser.

m Role Category: Default
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Figure 3—46 Create Role

ORACLE Identity Self Service

Home ol ¥ | Creame Aole ®

Create Role
Thiz wizard wales you througn M2 Steps o trasts 3 Rols
EBack [ ]
Aftributss Hiararchy

General Role Information

* Name  Callaction_Users

* Display Name  Callaction_Users

Rl E-mall

Rale Description | Collaction_Users

* Owned By  Systam Adminisirator

4 Catalog Attributes
* Category Ralz
Audit Objactive
Risk Laval v
User Dafinad Tags
Approvar Usar
Approver Role
Cartifiar Usar
Cartiflar Role
Fuliliment Ussr
Fulniimant Rode
Coertiflable &
Auditable &

Requastable &

Copyright © 2004, 2017, Cracke andiar its affliztes. All rights resenved

Angzzz Anlicy

Mambare

Organtzations

Sandboxss | Customize  XBISYS3OM v =ae

.
L

Summary

cancal

[}

et
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6. Click Next to go to the Access Policy step.

Figure 3-47 Create Role

Sandboxes  Customize xelsysadm w ===

ORACLE Identity Self Service o sonserice [

=
Home Roles x | Create Role x =
Create Role
This wizard walks you through the steps to create a Role.
Back O O [ ] Cancel  Next
Attributes Hierarchy Access Policy Members Qrganizations Summary

Select Access Policy
Add access policies to define access rights of this role.

Do you want to add access palicies to this role?

This is an optional step.

<4 Add Access Policies

Copyright @ 2001, 2017, Oracle and/or its affiliates. All rights reserved

7. Click Add Access Policies. List of access policies is displayed on clicking the search icon.

Figure 3—-48 Add Access Policy to the role

Add Access Policies

Search Policy Name A Q. Search for Policies and Add them to the Selected ltems table bslow

Results
View v | &

Policy Name  Policy Description
Coll_AccessPolicy Coll_AccessPolicy
Collection User ... Collection User - Access Policy

TestPolicy TestPolicy

~ Add Selected | % Add Al Remove Selected & Remove All

Selected Policies
View v

Policy Name  Policy Description
Coll_AccessPolicy Coll_AccessPolicy
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8. Select above created access policy (eg: Coll_AccessPolicy) and click Next.

Figure 3—49 Add Access Policy to the role

ORACL_E |dentity Self Service

Home Reles X | Create Rofe %

Create Role
This wizard walks you through the steps to create a Role.

c

Self Service

Back (@] a (@] (@] [ ] Cancel
Atiributes Hierarchy Access Policy Members Organizations Summary m
»
Role Definition Summary
Review the information entered so far. and click Finish to create the role.
« Attributes
Name Ceollection_Users
Display Name Cellection_Users
Role E-mail
Role Description  Collection_Users
o
Owned By System Administrator
F Catalog Attributes
P Hierarchy
¥ Access Policy
» Members
» Organizations
Copyright ® 2001, 2017, Oracte andior its sfisates. AN rights reserved
9. Inthe Members Step, click Create Memebrship Rule.
Figure 3—-50 Create Membership Rule
G v
. - . - .
ORACL & |dentity Self Service hg Self Service Manage
Home Roles X | Creafe Role x I]
Create Role
This wizard walks you through the steps to create a Role.
Back @] @) O ® Cancel  Next
Aftributes Hierarchy Access Policy Members Organizations Summary

Add Role Membership
Define members to this rele manually or via a membership rule.

You currently do not have any role Members.

This is an optional step.

== Create Membership Rule <= Add Members

Copyright @ 2001, 2017, Oraele and/or its afiiates. Al rights reserved

3 Configuration | 47



3.3 OIM Configuration

10. Create rule such that Collection_Users role is assigned to a User that needs to be provisioned to
Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery. Here we have
defined Rule Based on Organization.

Build the rule expression as follows:
Select Organization attribute, operand: ‘=" and RHS operand value="Xellerate Users’ (literal)

Figure 3—51 Build Membership Rule Expression

1F
Select Operand Value
EEE v <aoms (F —_—
Attributes | Literals

Display Name Data Type
Manager Display Name String (i)
Manager First Name String i ]
Manager Last Name String i ]
Middle Name String i ]
Mobile String i ]
NsuniquelD String i ]
Office Name: String [ ]
OrciGuid String i ]
Organization String (i ]
Pager String i ]
Password Expired String i ]
PO Box String [ ]
Postal Address String [ ]
Postal Code String [ ]
Preferred Language String [ ]
Provisioned Date Date [ ]
Provisioning Date Date [ ]
Start Dale Date i ]
State String i ]
Street String i ]
Telephone Humber String i ]
Timezane String i ]
Title String o
User Login String o
User Type String o

»

€ Add
Save | Camcel
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Figure 3-52 Build Membership Rule Expression

User membership rules for role ffffff

Build Expression  Preview Results

IF

Select Operand Value

Ozrganization =
Aftributes | Literals

Required data type is String
"
Value  Xellerate Users,

4 Add

11. Click Save.

3.4 DB Based Configuration

This section provides the details required for provisioning users through DB based configurations.

3.4.1 DB Based Policy Configuration

Policy configuration is performed by linking Users to Roles and then linking Roles to Service Policies with
either grant or deny access.

Following are the tables related to Menu configuration:

s FLX_SM_LOCAL_USERS (Related view FLX_SM_LOCAL_USERS_V): This table defines the
users in OBP for whom access policies are to be configured. All user IDs need to be in lowercase.
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Figure 3-53 FLX_SM_LOCAL_USERS

8 - w-Ha 6 [s-)

Hi s BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - SELECT * FROM FLX_SM_LOCAL ...

B - 8 X%
File  Project  Edit  Session Tools  Configue  View  Help  Plug-lns 00x
2 LocalSecurityQueries_BROP.sgl 3 SELECT* FROM FLX SM LOCAL .. X @
SOL  Output Statistics
CT * FROM FLX_SM_LOCAL_USERS; [+]
he k (] B <€|H | €a-E-
| [USERID _ [USER_NAME _|USER DESCRIPTION _|USER_HOME BRANCH _|USER DESIGNATION _|USER_CERTIFICATE _|DISPLAY_NAME _|BUSINESS EMAIL | EMPLOYEE TYPE | DEPARTMENT _|DATE_OF BIRTH | BUSINESS_FAX
»| 1[SYSTELLER ~ SYSTELLER - | SYSTELLER null null null null null null null 77171983 - null
OFSSUser  + OFSSUser * | OFSSUser null null null = null = null = null = null 711983 ~ null
< >
L e ~ BROK262@10.180.24.32:1521/PBROP

+ 2 rows selected in 0.495 seconds

= FLX_SM_LOCAL_ENT_ROLE (Related view FLX_SM_LOCAL_ENT_ROLE_V): This table

defines the enterprise roles.

Figure 3-54 FLX_SM_LOCAL_ENT_ROLE

2 0-=-Ee-|s 5 - p

o BROK262@10.180.24.32:1521/PBROP - PL/SOL Developer - select * from FLX_SM_LOCAL ...
File  Project  Edit  Session  Tools  Configure  View  Help  Plug-lns
2 LocalSecurityQueries BROP.sql 8 select *from FLX_SM_LOCAL .. X

sQL Qutput Statistics

select * from FLX_SM_LOCAL_ENT_ROLE;

-8k o H B < |H3

S 1~ B~
| |[ENTRRLID ROLE_NAME |USER D _ [ID_APP _[CREATED BY _|LAST UPDATED BY _|[LAST UPDATED DATE _ |CREATION_DATE OBJECT_VERSION_NUMEBER | OBJECT_STATUS
»| 1| Customer Customer SYSTELLER SYSTELLER 7/27/2020 12:50:04PM_~ 7/27/2020 12:50:04 PM_~ 1A
Administrators | Administrators SYSTELLER SYSTELLER

7/27/2020 12:50:04 PM 7 | 7/27/2020 12:50:04 PM_ ~ 1A

Il & 2 137 0:01 ¥ BROK262®10.180.24.321521/PBROP = 2 rows selected in 1.791 seconds.

B - & x
00r

(1]

o

= FLX_SM_LOCAL_APP_ROLES (Related view FLX_SM_LOCAL_APP_ROLES_V): This table

defines the application roles, that is at OBP level.
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Figure 3-55 FLX_SM_LOCAL_APP_ROLES

& 0-r=-He- 9 5 - ) 0o BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - select ™ from FLX_SM_LOCAL ... B - 8 X
Fle Project  Edit  Session Tools Comfigwe View Hep  Pluglns 00R
8 LocalSecuityQueries BROPsql 7 select™from FLX SM_LOCAL.. X v
SQL Output Statistics
select * from FLX SM LOCAL APP ROLES: 0
& - X (L] 5] € H EM-E-
| |appRLID ROLENAME _[ROLE CATEGORY _|DESCRIPTION _|ROLETYPE _|ID_APP _|CREATED BY _|LAST.UPDATED_BY _[LAST UPDATEDDATE _|CREATION_DATE OBJECT_VERSION_NUMBER _| OBJECT_STATUS
»| 1| Customer Customer Customer Customer SYSTELLER -~ SYSTELLER T/27/2020 124615 PM = 7/27/2020 12:45:15 PM ~ 1A
SYSTELLER -~ SYSTELLER 7/27/2020 12:46:15 PM ~ | 7/21/2020 124615 PM ~ 1A
< >
Iz & ~ BROK262@10.180.2432:1521/PBROP = 2 rows selected in 0.874 seconds

m FLX_SM_LOCAL_ENT_APP_LNK (Related view FLX_SM_LOCAL_ENT_APP_LNK_V): This
table defines the mapping between Enterprise Roles and Application Roles.

Figure 3-56 FLX_SM_LOCAL_ENT_APP_LNK

8 " AL R e [LE I BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - select * from FLX_SM_LOCAL H - &8 X

File  Proiect  Edit  Session  Tools  Confiqure  View  Helo  Plua-ins (£
2 LocalSecurityQueries_BROP.sql &5 select * from FLX SM_LOCAL .. X ~
sQL Output  Statistics
select * from FLX SM_LOCAL ENT_APP_LNK; 0o
=i 5 e M B < ||| €l-=-

ENTR RL_ID APP RL ID
| 1| Customer Customer

Administrators ~ Administrators

Il & & na0 v BROK262@10.180.24.3211521/PBROP 2 rows selected in 0.750 seconds

m FLX_SM_LOCAL_USR_ENT_ROLES (Related view FLX_SM_LOCAL_USR_ENT_ROLES_V):
This table defines the user id to Application role mapping. All user IDs need to be in lowercase.
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Figure 3-57 FLX_SM_LOCAL_USR_ENT_ROLES

8 d-=-de - s 5 - ) i = BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - select * from FLX_SM_LOCAL ...

za) - a8 x
File  Project  Edit  Session  Tools  Configure  View  Help  Plug-ins 00r
28 LocalSecurityQueries BROP.sql &8 select ™ from FLX_SM_LOCAL .. X >
SQL  Output Statistics
Select * from FLX_SM_LOCAL_USR_ENT_ROLES: o
(S B <€ |H|€l-=-
USER_ID | CREATED_BY ‘ LAST_UPDATED_BY ‘ LAST_UPDATED_DATE ‘ CREATION_DATE OBJECT_VERSION_NUMBER OBJECT_STATUS
customer! @oracle.com - | SYSTELLER -~ SYSTELLER 7/27/2020 125500 PM = 7/27/2020 12:55:00 PMA ~ A
OFSSUser SYSTELLER SYSTELLER 7/27/2020 12:55:00 PM ~ | 7/27/2020 12:55:00 PM ~ 1A
L] © & 142 v BROK262@10.180.24.32:1521/PBROP = 2 rows selected in 0.320 seconds

s FLX_SM_LOCAL_RESOURCES (Related view FLX_SM_LOCAL_RESOURCES_V): This table
defines the services (fully qualified method name) for which role based access is to be configured.

Figure 3-58 FLX_SM_LOCAL_RESOURCES

8 O-=-Hde- 9 A o= BROK262@10.180.24 32:1521/PBROP - PL/SQL Developer - select * from FLX_SM_LOCAL .. B - & X
File  Project  Edit  Session  Tools  Configure  View  Help  Plug-ins 00
& LocalSecurityQueries BROP.sql 8 select * from FLX_SM_LOCAL ... X v
SOl Output Statistics
select * from FLX_SM_LOCAL RESOURCES: o
o
g~ a x e M B €5 @m-E-
| [ACCESSIBLE_RES_ID [ NAME [ INTERNAL RES NAME | RES_DESC [ACC_RE_|PARENTRES.NA [ACC_RES_TYPE _[CP
¥/ 1|com.ofssfc i d.DDAFundsTransferC diexecut DDAFundsTransferCommand INT_RES_NAME RES_DESCRIPTION Service ol
com.ofss i ut; uthy ice.addBlackor uth ice * INT_RES_NAME RES_DESCRIPTION Service ol
< >
Il 2 s ~ BROK262@10.180.24.32:1521/PBROP M 2 rows selected in 0,806 seconds

s FLX_SM_LOCAL_POLICY_ENTRY (Related view FLX_SM_LOCAL_POLICY_ENTRY_V): This
table defines the access policy based on application role and if access type is grant or deny.
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Figure 3-59 FLX_SM_LOCAL_POLICY_ENTRY

-HS - |5 P - p Nt o= BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - select * from FLX_SM_LOCAL ... H - & X
Edit  Session Tools  Configure  View Plug-Ins 00r
< BROP.sql < select* from FLX_SM_LOCAL .. -
SGL  Output Statistics
select * from FLX_SM _LOCAL POLICY ENTRY: o
- o =] <€ |H|€a-8&8-
‘ |PULIEV,ENTRVJD APP_ROLE_ID EFFECT_TYPE CREATED_BY LAST
B 1|PL_ENTRY_com.ofss fc d.DDAFundsTransferC d. ite Policy_Fer_DDAFundsTransferCemmand grant OFSSUSer OFss
PL_ENTRY_« fss Administrators - grant OFSSUSer OFSS

Il e &

~ BROK262@10.180.24.32:1521/PBROP

2 rows selected in 0.850 seconds.

s FLX_SM_LOCAL_RES_POENT_LNK (Related view FLX_SM_LOCAL_RES_POENT_LNK_V):
This table maps the service with the access policy, that is, ACCESSIBLE_RES _ID from FLX_SM _
LOCAL RESOURCES to POLICY_ENTRY_ID from FLX_SM_LOCAL POLICY_ENTRY.

Figure 3-60 FLX_SM_LOCAL_RES_POENT_LNK

& O-=E-rdE e 5 - p It = BROK262@10.180.24.32:1521/PBROP - PL/SQL Developer - select * from FLX_SM_LOCAL
File  Project  Edit  Session  Tools  Configure  View Plug-ins
& LocalsecurityQueries BROP.sql 4 select * from FLX_SM_LOCAL.. X
SOl Output  Statistics
select * from FLX_SM_LOCAL_RES_FOENT_LNK:
2~ @ M E] < H|€h~-E-
| |ACCESSIBLE_RES_ID [POLICY_ENTRY_ID
1 oo d DDAFundsTransferComr -~ PL_ENTRY_com.ofss f
com.ofss.f ut. p ~ PL_ENTRY_com.ofss.fe

[ & & 4

(:01 ~ BROK262@10.180.24.32:1521/PBROP

2 rows selected in 1.204 seconds

= - & x
0=

[+]

o

To enable DB based menu, following changes need to be made in the configuration (flw_fw_config_all_b):

UPDATE FLX_FW_CONFIG_ALL B

SET PROP_VALUE ='SQL'

WHERE CATEGORY_ID = 'SecurityConstants'
AND PROP_ID = 'AuthorizationServiceProvider';
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Figure 3—61 Configuration for DB Menu

& 1-=-He- 9 5 - ) 4 = BROKZG2@10.18024.32:1521/PBROP - PL/SQL Developer - SELECT * FROM FLX_PW_CONFI . 5 - 8 X
File  Project  Edit  Session  Tools  Configure  View  Help  Plug-ns 00x

28 select * from flx_sm _Jocal .. &8 SELECT* FROM FLX_FW_CONFl.. X v

SOL  Output Statistics

FLX_FW_CONFIG_ALL_B

CATEGORY_ID = 'SecurityConstants' 0
AND PROP_ID = 'A.lt.:mrjzatanSEIvicEFIDVidEI';l

B k (] B € H| €Mm-E-

| [proP_ID | CATEGORY_ID |PROP_VALUE [ FACTORY_SHIPPED_FLAG | PROP_COMMENTS. SUMMARY_TEXT

»| 1] AuthorizationServiceProvider -~ SecurityConstants ~ SQL v Indicates the authorization service provider. It can be OES or OPSS. Midd - AuthorizationServiceProvider OPSS Indicates the authorization service

< >
Il e 2 a0 ~ FMW_UPGRADE@10.180.24.32:1521/PMP: 1 row selected in 0.53 seconds

The Managed Server needs to be restarted. On restart, access policies from database will come in force,
instead of access policies from OPSS.

3.4.2 Role Based Local Menu Configuration

Menu folders and elements will be created by reading the taskflowDefn_element, menu_elements and menu_
folders csv file from config folder based on the application and locale.

To enable or disable a certain menu element for a particular role:

m From Policy Management (Fast Path: SM502) page, modify the access policy for the pageDef entry for
the particular screen to Grant/Deny as required for the particular role.

m The above menu element will be shown/hidden in the menu for users of that role as per access policy
defined.

m Incase all menu elements in a particular menu folder are denied access, the folder itself will not be
seen in menu.

To enable the DB based menu, following changes needed to be made in configuration (flw_fw_config_all_b):

m UPDATE fIx_fw_config_all_b SET prop_value = 'FILE' WHERE prop_id = 'ui.menu.provider';

m UPDATE fIx_fw_config_all_b SET prop_value = 'DB' WHERE prop_id = 'ui.menu.source';
Select * from flx_fw_config_all_b WHERE prop_id IN
(‘'ui.menu.provider','ui.menu.source');
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Figure 3-62 Configuration for Role Based Menu

B Oracle SQL Developer: R271_FMW12214 DEV

R27L FMIW12214 DEV
*-0TR PEB-BRBR Godn [ Ra71_ MW L2214 DEV ~
&y Connections. Worksheet | Query Bulder
g :_RI;TD;E ‘select * from flx_fw_config all b where prop_id in {'ui.memu.provider', 'ui.menu.source'); “0
B bitoz.rd ‘|
B pev_LzN_K . —
gwmu 5] seript output x |D®ayamlt K|
1st24
8 %_DB # & W G S0 | AlRows Fetched: 21n0.033 seconds
- PLATOMR. i PROP_ID \i} CATEGCRY_ID \0 PROP_VALUE \0 FACTORY_SHIPPED_FLAG \{} PROP_COMMENTS |{} SUMMARY_TEXT |{} CREATED E
& pLaTosMsIIR 1 ui.menu.provider UiConfig FILE ¥ Menu provider: FILE/QPSS ui.menu.provider OPSS Menu provider: FILE/OESS UiConfig ofssuser |
a REIEE 2 ui.menu.source UiConfig DB ¥ Menu source: FILE/DB ui.menu.source FILE Menu source: FILE/DB UiConfig ofssuser

B r27iFMw_Sett
B sMkau2?

B mr3
Oracke NoSQL Connections.
(< Database Schema Service Connections

4

Click on an identifier with the Control key down to perform "Go to Declaration”

| Line 1 Column 90

2
| Insert | Modified | Windows: Ct

The Ul Managed Server needs to be restarted. On login, the menu will be fetched using Menu files (from

config) and policies as defined in database instead of OPSS.

3.4.3 Database Identity Store Provider (Both Middleware and Ul server)

To create a new security provider in Ul and Host WebLogic console:
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1. Navigate to Security Realms > myrealm > Providers

2. Create a new provider of Type SQLAuthenticator

Figure 3—63 Create Authentication Provider

Create a New Authentication Provi- X [

& c @ © & 10.180.26.213:701 7 e&_pagelabel=" sCreateAt B

N o ¢ =
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Change Center @ Home Log Out Preferences a Welcome, weblogic | Cornected to: i domain
View changes and restarts Home >Summary of Security
No pending changes exst, Click the Release Create a New Authentication Provider
Configuration button t low others o edit the
omain. oK | || cancel
Lock & Edit

Create a new Authentication Provider
Release Configuration

The following properties il be used to idenify your new Authentication Provider.

Domain Structure * Indicates required filds
ui_domain
“Domain Parttions “The name of the authentication provider.
H-Environment
 Deployments " Name: SQLAUthenticator
Services
~Security Realms
#H-Interoperabilty “This is the type of authentication provider you wish to areate.
~Diagnostics
Type: SQLAUthenticator -
oK | || Cancel
How do L. El

« Manage security providers

« Configure authentication and identity
assertion providers

System Status =]
Health of Running Servers as of 10:39 AM

[ Fakd®

3. Inthe Provider Specific settings, set the Data Source Name e.g. OBP_SYS_CONFIG and set the
Password Algorithm to either SHA-512 or SHA-256. (SHA-256 & SHA-512 are supported, product
default is SHA-512).

Figure 3—64 Provider Specific Settings
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domain Configuration | Performance
i E Common | Provider Specific
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save
Domain Structure
ui_domain Use this page to define the provider spacific configuration of this SQL Authentication provider.
“Domain Partitions
E-Environment
- Deployments Identity Domain: The name of the idenity domain. More Info. .
“Services
~Searity Realms .
B3 Interoperabiity [] Plaintext Passwords Enabled Specfies whether plaintext passwords are allowed to be used,  More Info...
“Diagnostics
Data Source Name: 08P_svs_conFid The name of the JDBC data source used for database access.  More Info...
Group Membership Searching: unlimited [< Speciies whether recLrsive group membership searching is unlimited or imited. Vaiid
values are urlinited andinited.  More Info...
Max Group Membership Search Level is specifies how many levels of group membership can be searched. This setting
bershi h Levek o This specifies h levels of bership can b hed. Thi
How doL.. B 15 vald only if Group Membership Searchingis set to limited. Vald values are 0 and
positive integers. For example, 0 indicates only direct group memberships il be
+ Configure authentcaton and identiy found, a positive number indicates the number of levels to go down.  More Info...
assertion providers
[] Password Style Retained Controls how a password is stored in the database when updating an existing
* Mansge security providers user's password, More Info. .
System Status =] Password Algorithm: SHA-1 ‘The message digest algorithm used to hash passwords for storage. The name is a
standard algorithm name and must be recogrized by a Java Cryptography
Health of Running Servers as of 10:43 AM Extension (JCE) provider that is available at runtime. The Java Cryptography
Architecture (JCA) defines the standard algorithm specifications.  More Info.
Failed (0) v
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ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

No pending changes exist. Click the Release
Configuration button to allaw others ta edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
ui_domain
~Domain Partitions
- Enviranment
I~Deployments
~Services
~-Security Realms
- Interoperability
#-Diagnostics

How do L., 2

« Configure authentication and identity
assertion providers

= Manage security providers

System Status a8

Health of Running Servers as of 10:59 AM

[ raldi)

@ Home Log Out Preferences [ Record Help ‘

Q

Welcome, weblogic | Connected to: ui_domain

Home »5QLAutherticatar »Summary of Security Realms »myrealm > Users and Groups >fssuser >Summary of Security Realms > SQUAuthenticator  Users and Groups >ofssuser >SQLAuthenticator

Settings for SQLAuthenticator
Configuration  Performance
Common | Provider Specific

Save

Use this page to define the provider specifi configuration of this SQL Authentication provider,

Identity Domain:

[] Plaintext Passwords Enabled

Data Source Name:

Group Membership Searching:

Max Group Membership Search Level:

[] Password Style Retained

Password Algorithm:

0BP_SYS_CONFIG

unlimited ¥

0

SHA-512

The name of the identity domain. More Info...

Specifes whether plaintext passwords are allowed to be used. More Info..

The name of the JDBC data source used for database access. More Info...

Specifies whether recursive group membership searching is unlimited or imited.
Valid values are unlimited andiimited.  More Info...

This specifies how many levels of group membership can be searched. This setting is
valid only if Group Membership Searching is set to limited. Valid values are 0 and
positive integers. For example, 0 indicates only direct group memberships il be
found, a posiive number indicates the number of levels to go down. More Info...

Controls how a password is stored in the database when updating an existing user's
password.  More Info...

The message digest algorithm used to hash passwords for storage. The name is @
standard algorithm name and must be recognized by a Java Cryptography Extension
(ICE) provider that is available at runtime. The Java Cryptography Architecture (JCA)
defines the standard algorithm specifications. ~ More Info...

4. According to the Password Algorithm configured, update the PASSWORD_HASH_ALGO property
value (Category SecurityConstants) in flx_fw_config_all_b table to the same value, that is SHA-512 or
SHA-256 (SHA-256 & SHA-512 are supported, product default is SHA-512).

Property HashedPasswordGenerator in flx_fw_config_all_b table holds the fully qualified class name
which will be used for generating hashed value of password. Product default class is
com.ofss.fc.sms.local.service.password. SHASaltedHashedPasswordGenerator which supports
hashed password generation using SHA-256 or SHA-512 algorithm. In case a different or custom
algorithm is to be provided for hashing, respective class will have to be created for the same (which
implements IUserHashedPasswordGenerator interface) and specified as value of
HashedPasswordGenerator property.

6.

In Common settings, set the Control Flag to SUFFICIENT.
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Figure 3—65 Common Settings
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« Canfigure the Password Valdaton provider

« Manage security providers

System Status =l ‘

Following are the changes to be done in the config.xml:

1. Navigate to /scratch/app/product/fmw/user_projects/domains/ui_domain/config

2. Edit config.xml and add the below entries, which are marked in bold.
<sec:authentication-provider xsi:type="wls:sql-

authenticatorType">

<sec:name>SQLAuthenticator</sec:name>
<sec:control-flag>SUFFICIENT</sec:control-flag>
<wls:data-source-name>OBP SYS CONFIG</wls:data-source-name>
<wls:plaintext-passwords-enabled>false</wls:plaintext-
passwords-enabled>

<wls:sqgl-get-users-password>SELECT PASSWORD FROM USERS WHERE
LOWER (USER_ID) = LOWER(?) AND IS _ACTIVE = 'Y'</wls:sql-get-
users-password>

<wls:sql-user-exists>SELECT USER_ID FROM USERS WHERE LOWER
(USER_ID) = LOWER(?) AND IS ACTIVE = 'Y'</wls:sql-user-exists>
<wls:sql-list-member-groups>SELECT G_NAME FROM GROUPMEMBERS
WHERE LOWER (G_MEMBER) = LOWER(?)</wls:sql-list-member-groups>
<wls:sql-list-users>SELECT USER_ID FROM USERS WHERE LOWER
(USER_ID) LIKE LOWER(?) AND IS _ACTIVE = 'Y'</wls:sql-list-
users>

<wls:sqgl-get-user-description>SELECT NAME FROM USERS WHERE
LOWER (USER_ID) = LOWER(?) AND IS ACTIVE = 'Y'</wls:sql-get-
user-description>

<wls:sql-list-groups>SELECT ROLE NAME FROM ROLES WHERE ROLE _
NAME LIKE ?</wls:sql-list-groups>
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<wls:sql-group-exists>SELECT ROLE NAME FROM ROLES WHERE ROLE _
NAME = ?</wls:sql-group-exists>

<wls:sql-is-member>SELECT G_MEMBER FROM GROUPMEMBERS WHERE G_
NAME = ? AND LOWER(G_MEMBER) = LOWER(?)</wls:sql-is-member>
<wls:sql-get-group-description>SELECT ROLE DESCRIPTION FROM
ROLES WHERE ROLE NAME = ?</wls:sql-get-group-description>
<wls:password-style-retained>false</wls:password-style-
retained>

<wls:sqgl-create-user>INSERT INTO USERS VALUES (?, ?, ?, ?, ?,
?,?,?,?,?,?,°?,°?,°?,°?,°?,°?,°?,°?,°?,°?,?,7?,°7?,
?)</wls:sqgl-create-user>

<wls:sql-remove-user>DELETE FROM USERS WHERE LOWER (USER_ID) =
LOWER (?) </wls:sql-remove-user>
<wls:sqgl-remove-group-memberships>DELETE FROM GROUPMEMBERS
WHERE LOWER(G_MEMBER) = LOWER(?) OR G_NAME = ?</wls:sql-
remove-group-memberships>
<wls:sql-set-user-description>UPDATE USERS SET NAME = ? WHERE
LOWER (USER_ID) = LOWER (?)</wls:sqgl-set-user-description>
<wls:sqgl-set-user-password>UPDATE USERS SET PASSWORD = ? WHERE
LOWER (USER_ID) = LOWER(?)</wls:sql-set-user-password>
<wls:sqgl-create-group>INSERT INTO ROLES VALUES ( ? , ?
)</wls:sql-create-group>
<wls:sql-set-group-description>UPDATE ROLES SET ROLE
DESCRIPTION = ? WHERE ROLE NAME = ?</wls:sql-set-group-
description>

<wls:sqgl-remove-member-from-group>DELETE FROM GROUPMEMBERS
WHERE G_NAME = ? AND LOWER(G_MEMBER) = LOWER (?)</wls:sql-
remove-member-from-group>

<wls:sql-remove-group>DELETE FROM ROLES WHERE ROLE NAME =
?</wls:sql-remove-group>

<wls:sql-list-group-members>SELECT G_MEMBER FROM GROUPMEMBERS
WHERE G_NAME = ? AND LOWER (G_MEMBER) LIKE LOWER (?)</wls:sql-
list-group-members>

</sec:authentication-provider>

Note

In <wls:sql-create-user>INSERT INTO USERS VALUES (?, ?, ?,
0,7,
?)<Iwls:sql-create-user>, the number of “?’ need to be same as the

number of columns in the view Users.

The database configuration are as follows:

m The tables already created as part of DB based Policy configuration:
o Users Table: FLX_ SM_LOCAL _USERS
o Groups Table: FLX_SM_LOCAL_APP_ROLES
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o Members to Group mapping Table: FLX_SM_LOCAL_USR_ENT_ROLES

m To view Creation scripts:
1. CREATE OR REPLACE VIEW USERS AS

SELECT NAME,
USERID,
FIRST_NAME,
LAST _NAME,
USER_DESCRIPTION,
PASSWORD,
MANAGER,
DEPARTMENT,
DATE_OF BIRTH,
BUSINESS_EMAIL,
PREFFERED_LANGUAGE,
USER_HOME_BRANCH,
LAST LOGIN_DATE,
TWOFA_NONACTIVE_BEGIN_DATE,
TWOFA_NONACTIVE_END_DATE,
TWOFA_STATUS,
BRAND,
IS ENROLLED _FOR_TWOFA,
PARTY_ID,
CORPORATE_PARTY_ID,
FORUM_NICK_NAME,
ACCREDITATION,
TARGET UNIT,
ACCESSIBLE_TARGET UNIT,

IS_ACTIVE
FROM FLX_SM_LOCAL_USERS;

2. CREATE OR REPLACE VIEW ROLES

(role_name, role_description)

AS

SELECT app_rl_ID, DESCRIPTION FROM FLX_SM_LOCAL_APP_ROLES;
3. CREATE OR REPLACE VIEW GROUPMEMBERS
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(g_name, g_member)
AS
SELECT role_id, USER_ID FROM FLX_SM_LOCAL_USR_ENT_ROLES;

Note

The entries in SQLAuthenticator are as per these views.

m To configure the Virtualized Identity Store Provider:

1. In Enterprise Manager, click on WebLogic Domain (under ui_domain), select Security >
Security Provider Configuration to display the Security Provider Configuration page.

Figure 3—66 Service Provider Configuration
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2. Expand Security Store Provider, then Identity Store Provider and click on Configure.

Figure 3—-67 Identifying Store Provider for Configuration
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B To configure and manage Identity store provider in the WebLogic domain, use the Oracle Weblogic Server Security Provider

Configure parameters for the identity store senvice to interact with the identity store. Configure..

b Security Services

Click here to configure Identity Store
) Login Modules

3. Add anew Custom Property called virtualize with value true.

Figure 3—68 Adding Custom Property Virtualize with value True
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4. Click OK to save the changes.

62 | Oracle Banking Enterprise Default Management User Provisioning Guide



3.4 DB Based Configuration

5. Restart the Admin Server and Managed Server(s).

m To create adapters for using tables as Identity Store:

1. Create afile named adapter_template_usergroup1.xml. This file is used to describe the
mapping of the user table to a virtual LDAP store.

<?xml version = '1.0' encoding = 'UTF-8'?>
<adapters schvers="303" version="1"
xmlns="http://www.octetstring.com/schemas/Adapters"
xmlns:adapters="http://www.w3.0rg/2001/XMLSchema-
instance">

<dataBase id="directoryType" version="0">
<root>%ROOT%</root>

<active>true</active>
<serverType>directoryType</serverType>
<routing>

<critical>true</critical>
<priority>50</priority>

<inclusionFilter/>

<exclusionFilter/>

<plugin/>

<retrieve/>

<store/>

<visible>Yes</visible>

<levels>-1</levels>

<bind>true</bind>

<bind-adapters/>

<views/>

<dnpattern/>

</routing>

<pluginChains
xmlns="http://xmlns.oracle.com/iam/management/ovd/config
/plugins">

<plugins>

<plugin>

<name>DBGUID</name>
<class>oracle.ods.virtualization.engine.chain.plugins.db
guid.DBGuidPlugin

</class>

<initParams>

<param name="guidAttribute" value="orclguid"/>
</initParams>

</plugin>

</plugins>

<default>

<plugin name="DBGUID"/>

</default>

3 Configuration | 63



3.4 DB Based Configuration

<add/>

<bind/>

<delete/>

<get/>

<modify/>

<rename/>

</pluginChains>
<driver>oracle.jdbc.driver.OracleDriver</driver>
<url>S$URL%</url>

<user>%USER%</user>

<password>%PASSWORD%</password>
<ignoreObjectClassOnModify>false</ignoreObjectClassOnMod
ify>
<includeInheritedObjectClasses>true</includeInheritedObj
ectClasses>

<maxConnections>10</maxConnections>

<mapping>

<joins/>

<objectClass name="person" rdn="cn">

<attribute ldap="cn" table="USERS" field="NAME" type=""/>
<attribute ldap="uid" table="USERS" field="USER ID"
type=""/> B
<attribute ldap="usernameattr" table="USERS" field="NAME"
type=""/>

<attribute ldap="loginid" table="USERS" field="USER ID"
type=""/>

<attribute ldap="description" table="USERS" field="NAME"
type=""/>

<attribute ldap="orclguid" table="USERS" field="USER ID"
type=""/>

</objectClass>

</mapping>
<useCaselnsensitiveSearch>true</useCaselnsensitiveSearch>
<connectionWaitTimeout>10</connectionWaitTimeout>
<oracleNetConnectTimeout>0</oracleNetConnectTimeout>
<validateConnection>false</validateConnection>
</dataBase>

</adapters>

2. Create afile named adapter_template_usergroup2.xml to describe the mapping of the group
table to a virtual LDAP store.

<?xml version = '1.0' encoding = 'UTF-8'?>
<adapters schvers="303" version="1"
xmlns="http://www.octetstring.com/schemas/Adapters"
xmlns:adapters="http://www.w3.0rg/2001/XMLSchema-
instance">

64 | Oracle Banking Enterprise Default Management User Provisioning Guide



3.4 DB Based Configuration

<dataBase id="directoryType" version="0">
<root>%RO0OT%</root>

<active>true</active>
<serverType>directoryType</serverType>
<routing>

<critical>true</critical>
<priority>50</priority>
<inclusionFilter/>

<exclusionFilter/>

<plugin/>

<retrieve/>

<store/>

<visible>Yes</visible>
<levels>-1</levels>

<bind>true</bind>

<bind-adapters/>

<views/>

<dnpattern/>

</routing>

<pluginChains
xmlns="http://xmlns.oracle.com/iam/management/ovd/config
/plugins">

<plugins>

<plugin>

<name>VirtualAttribute</name>
<class>oracle.ods.virtualization.engine.chain.plugins.vi
rtualattr.VirtualAttributePlugin

</class>

<initParams>

<param name="ReplaceAttribute"
value="uniquemember=
{cn=%uniquemember%, cn=users, dc=1in,dc=oracle,dc=com}"/>
</initParams>

</plugin>

</plugins>

<default>

<plugin name="VirtualAttribute"/>
</default>

<add/>

<bind/>

<delete/>

<get/>

<modify/>

<rename/>

</pluginChains>
<driver>oracle.jdbc.driver.OracleDriver</driver>
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<url>%URL%</url>

<user>%USER%</user>

<password>%PASSWORD%</password>
<ignoreObjectClassOnModify>false</ignoreObjectClassOnMod
ify>
<includeInheritedObjectClasses>true</includeInheritedObj
ectClasses>

<maxConnections>10</maxConnections>

<mapping>

<joins/>

<objectClass name="groupofuniquenames" rdn="cn">
<attribute ldap="cn" table="GROUPMEMBERS" field="G_NAME"
type=""/>

<attribute ldap="description" table="GROUPMEMBERS"
field="G NAME" type=""/>

<attribute ldap="uniquemember" table="GROUPMEMBERS"
field="G_MEMBER" type=""/>

</objectClass>

</mapping>
<useCaselnsensitiveSearch>true</useCaselnsensitiveSearch>
<connectionWaitTimeout>10</connectionWaitTimeout>
<oracleNetConnectTimeout>0</oracleNetConnectTimeout>
<validateConnection>false</validateConnection>
</dataBase>

</adapters>

3. Set below environment variables:
o export MW_HOME=/scratch/app/product/fmw
o export ORACLE_HOME-=/scratch/app/product/fmw
o export WL_HOME=/scratch/app/product/fmw/wlserver
o export JAVA_HOME=/scratch/app/product/jdk1.8.0_231 (Modify as applicable)
4. Copy both the adapter files to <MW_HOME>/oracle_common/modules/oracle.ovd/templates
Open terminal window at <MW_HOME>/oracle_common/bin

Run the libovdadapterconfig script to create each of the two adapters from the template files
above.

libovdadapterconfig -adapterName <name of adapter> -adapterTemplate <name (NOT
including path) of template file which defines adapater> -host localhost -port <Admin Server
port> -userName <user id of account which has administrative privileges in the domain> -
domainPath <path to the Bl domain> -dataStore DB -root <nominal specification of a pseudo-
LDAP query to treat as the “root” of this adapter — must match that specified in template for
adapter 2 above> -contextName default -dataSourceJNDIName <JNDI name for DataSource
which points at the database being mapped>

For example:
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./libovdadapterconfig.sh -adapterName userGroupAdapter1 -adapterTemplate adapter_
template_usergroup1.xml -host 10.180.26.213 -port 7001 -userName weblogic -domainPath
/scratch/app/product/fmw/user_projects/domains/ui_domain/ -dataStore DB -root
cn=users,dc=in,dc=oracle,dc=com -contextName default -dataSourceJNDIName
jdbc/FCBDataSourceConfig

Jlibovdadapterconfig.sh -adapterName userGroupAdapter2 -adapterTemplate adapter
template_usergroup2.xml -host 10.180.26.213 -port 7001 -userName weblogic -domainPath
/scratch/app/product/fmw/user_projects/domains/ui_domain/ -dataStore DB -root
cn=users,dc=in,dc=oracle,dc=com -contextName default -dataSourceJNDIName
jdbc/FCBDataSourceConfig

The users created in database tables will be visible in WebLogic console under myrealm > Users and
Groups.

Figure 3—69 Users and Groups
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Canfiguration button to allow others to edit the

domain, Configuration | Users and Groups | Roles and Polices | Credential Mappings | Providers | Migration
Lock &Edit rs | Grows

Release Configuration

= This page displays information about each user that has been configured in this security realm.

ui_domain
“Domain Partitions b Customize this table
#-Environment.
~Deployments Users (Filtered - More Columns Exist)

“Services
~Security Realms New | [Delete Showing 1to 8 of 8 Previous | Next

#H-Interoperability
~Diagnostics O | name & Description Provider
[ | Lomuser This is the defauit service account for WebLogic Server Lifecyde Manager configuration Lpdates Defauitauthenticator
[ | obpsgluser obpsgluser SQLAUthenticator
[ | oFssuser OFsSUser SQLAUthenticator
O Oradle appiication software system user, DefaultAuthenticator
How do L. = O |Ti010 T1010 SQLAuthenticator
« Manage users and groups O |Ti020 T1020 5QLAuthenticator
« Create users [ | 71030 Ti030 SQLAUthenticator
 Modify users [ | weblogic This user is the default administrator DefaultAuthenticator
* Delete users |New | [Delete Showing 1to 8 0f 8 Previous | Next

System Status 2 ‘

Health of Running Servers as of 12:05 PM

Following are the data snapshot in the views created:
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m Select * from users;

Figure 3-70 Selecting from Users

& 0-=-Be-[oc][s-»

File  Project  Edit

sunfrmw_12214@10.180.24.33:1521/PDBRVIE - PL/SQL Developer - select * from users;

Session  Tools  Configure  View  Help  Plug-ins
3 select™ from users; X
SOL  Output Statistics
+ from users:
o~ & (S =] < H| €=
FIRSTNAME _[LAST NAME _ | DESCRIPTION | PASSWORD [MANAGER | DEPARTMENT _|DATE OF BIRTH | EMAIL
Ti020 TI020 TI020 {SHA-TIZWHVvAKERAvwghvIHVaGd0ATSCIWLE= - TI020@aracle.com
T1020 TI030 TI030 T1030 {SHA-112321IK gmohLiTeKzKB5Q8N; 15191Ki0= = TI030@oracle.com en
Ti010 Tion o1 TI010 {SHA-11pjjBSK/Qx 1LOkmnbkelEQF rQShVha0= - TI010@aracle.com en
OFSSUser - OFSSUser - OFSSUser OFSSUser - (SHA-1}lvmefWnXeq/UupfBPjaosWikhfNmQGEg= - -
obpsqluser - obpsgluser | OBP SQLUSER obpsgluser -

{SHA-1JoWle7nMKHn Sy MbT79g0ysI48WqU2g=

I 2 ~ sunfrmw_12214@10.180.24.33:1521/PDBRV 5 rows selected in 0.475 seconds

OFSSUser@oracle.com
obpsqluser@oracte.com

m Select * from roles;

Figure 3-71 Selecting from Roles

- H S - 5 - sunfmw_12214@10.180.24.33:1521/PDBRVE - PL/SQL Developer - Select *from roles; x
P

File  Project  Edit  Session  Teols  Configure  View  Help  Plug-lns 00
& select - fromroless X ~
SOl Output Ststistics
Selcor - from roless )
e~ | @ = M =] <€ |d| € i-E-

| [ROLE.NAME  [ROLEDESCRIPTION |

»[ 1] Administrators

Administrators

[IERE] ~ sunfmw_12214@10.180.24.33:1521/PDBRY 4 1 row selected in 0,559 seconds
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m Select * from groupmembers;

Figure 3—72 Selecting from Groupmembers

R = = > - 1if =  sunfmw_12214@10.180.24.33:1521/PDBRV1E - PL/SQL Developer - Select * from groupmember - 5
= o ITH = & X
File  Project  Edit  Session  Tools  Configure  View  Help  Plug-ins 90m
& Select* from groupmembers: X ~
SOL  Output Statist
Select + from groupmembers; o
& - % e ] < |[H|€d-=-
Ti020
T1030
Ti010
OFsSUser
| 5| Administrators - obpsqluser
N[ & a 28 ~ sunfmw_12214@10.180.24.33:1521/PDBRV = 5 rows selected in 0.445 secon ds

The user is now created in the database and can log in.
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4 User Fields and Constraints

This chapter provides information on the user provisioning fields and related constraints.

4.1 User Fields Provisioned From OIM

You must follow the constraints (listed in the table below) to provision user to Oracle Banking Enterprise
Collections and Oracle Banking Enterprise Recovery irrespective of the constraints in OIM.

Irrespective of the field length allowed in OIM, you should restrict the field length to the specified values (in
table below) for successful provisioning of user data. In case, if field length exceeds the specified limit, then
data would be truncated and stored in Oracle Banking Enterprise Collections and Oracle Banking Enterprise

Recovery.

The following table lists of user fields (provisioned from OIM) and its constraints.

Table 4—1 User Fields

Field Name
in .
. . . Mandatory | Modifiable
Field Name in OIM 23:leeiztlons Length (YIN) (YIN) Comments
Application
. You can modify this field
User Login Userld 255 Y N name.
First Name First Name 50 Y Y Users First Name
Last Name Last Name 50 Y Y Users Last Name
Email ,E(q:iari(l,s s 70 Y Y Users Email address
This User Group
represents User Group in
Oracle Banking
Enterprise Collections
and Oracle Banking
Collections User Enterprise Recovery.
UserG 20 N Y
Group ser Lrolp For every User, default
User Group is populated
in Oracle Banking
Enterprise Collections
and Oracle Banking
Enterprise Recovery.
User's Login
End Date Date N Y expiry date.
Note

User creation from Native Collections Admin Application is primarily
discouraged. But in case of any failure in provisioning through OIM, you
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4.1 User Fields Provisioned From OIM

can create or update the users through Native Collections Admin
Application screen. Below are the constraints to be followed when user
is to be created through Native Collections Admin Application:

m Userlogin is not supported in lowercase. User login must be
entered in uppercase only. (Same should be taken into account
while creating user through OID or OIM.)

= Only system admin users will have access to create or modify
users via Native Collections Admin screen.

Figure 4-1 Create User - Mandatory and Optional Attributes

Sandboxes Customize xelsysadm

ORACL_E Identity Self Service & sei service
Home Users = Create User =

Create User m Save As... w | Cancel

4 Request Information

Effective Date

¢

Justification

<4 Basic Information
First Name Manager =1
Middle Name * Organization =1
* Last Name * User Type A
E-mail Display Name
4 Account Settings
User Login
Password [i]
Confirm Password
4 Account Effective Dates
Start Date (Y
End Date (Y
4 Provisioning Dates

Provisioning Date Y
sw-redirect=true#

Collections Mandatory Attributes:

1. First Name
2. Last Name
3. Email

4. UserLogin
Collections Optional Attribute:

1. EndDate
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5.1 Create and Provision Users

5 Create, Modify, Delete Users using OIM

This chapter explains the process of creating and provisioning users using OIM.

5.1 Create and Provision Users

1. Login OIM ldentity Self Service.

2. Click Users and then click Create.
The Create User tab opens.

Figure 4-2 Create User in Oracle Identity Self Service

ORACLE Identity Self Service

Home Users X Create User %
Create User
4 Request Information
Effective Date 14132013 e

Tesi User

Justification

4 Basic Information
First Name  Bella
Middie Name
* Last Name Sz
E-mail
4 Account Settings
User Login  BellaSwan
Password e
* Confirm Password  swssus
4 Account Effective Dates
Start Date ts
End Date Y
4 Provisioning Dates

Provisioning Date Y

B export (mmi ~

Manager

* Organization  Xellerale Users.

Sandboxes | Cuslomize ¥elsysadm v

Ny Self Service

[}

E3 ser o | o

* User Type FulTime Emplojes ¥

Display Name:

Showall | X

3. Provide the user details such as FirstName, LastName, UserLogin, Password,
Organization="Xellerate Users’, UserType and so on.
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5.1 Create and Provision Users

Figure 4-3 Input User Attributes

ORACLE Identity Self Service

Home Users x | Create Usar X
Create User
4 Request Information
Effective Date 117132015 %

TestUser

Justification

4 Basic Information

First Name  Bella
Middle Name

* Last Name  Swan
Email

4 Account Settings

User Login _ BellaSwan

Passwort

* CONfifm Password  wwwers
4 Account Effective Dates

StartDate Y

End Date Y
4 Provisioning Dates

Provsioning Date Y

B export 2)xmi ~

4. Click Submit.

5. Inthe Search Users page, click Refresh

B3 svers- - conen

Manager a
* Organization  Xellerate Users Q
*UserType Full Time Employee

Display Name

. The above created user is visible.

Show all

X
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5.1 Create and Provision Users

6. Click the above created user.

Figure 4-4 Search and select the added User

ORACLE Identity Self Service N Seff Servce
Home | Users x m

{1 Users

Search Display Name ¥ Q Advanced

Acions v View v Create  / Edit Enable @ Disable ¢ Delete & Lock Account Unlock Account ) ResetPassword ) %

User Login ﬁg r‘ Last Name Organization mfn"l;‘:”e E-mail Identty Status  Account Status.

TZIUNE_FARITID T 12hne_barid  Kellrale Users Acive Unlocked .

T2/UNE_PARTYID 2 120une Parg 2 Xelerate Users hctie Unlocked

TIUL_1_TMEZONE T0u_1_timezone - Xellerate Users hctve Unlockea

1BMAAY_1 1 18May_t Xelerae Users Acive Unlocked

2MAY 1 2AMay_t Xelerale Users Acive Unlocked

21MAY_TAGETUNIT 2AMay_tageluntl  Xeleral Users Acive Unlocked

21STMAY_TARGETUNIT2 2Asiay targel. Xelerale Users Acive Unlocked

21_MAY_CUSTOM 21_May_Gustom! - Xelerae Users Acive Unlocked

22NDMAY_ACCESSIBLEEU ndMay_fcces... Xelerale Users Acive Unlocked

400T2018.1 0cO081 Xelerae Users hctve Unlocked

40CT2016 2@ORACLE.COM w0012 Xelerte Users hctve Unlockea

§.0CT_2018_1@ORACLE.COM 5020181 Xelerle Users Acive Unlocked

SIAN@ORACLE COM gan Xelerale Users Acive Unlocked

50CT 2018 Soct 2018 Xelerale Users Acive Unlocked

ACC_BUTAR A Acc BuTAR  Xellerle Users s BuTAR@.. Adive Unlocked

AMITY LNAMEQORACLE COM A Lname Xelerale Users Acive Unlocked

AMIT3 LNAMEQORACLE COM A Lname Xelerale Users Acive Unlocked

AMITA LNAME@ORACLE COM A Lname Xelerate Users hctve Unlocked

AMITS LNAME@ORACLE GOM A Lname Kelerate Users hctve Unlockea

AMITG LNAME@ORACLE COM A Lname Xelerae Users Acive Unlocked

AMITT LNAME@ORACLE COM A Lname Xelerale Users Acive Unlocked

AMITS LNAME@ORACLE COM A Lname Xelerale Users Acive Unlocked

ANLK a anik Xelerale Users anik@oraclecom  Actve Unlocked

ANIL_NEW anl_pew Xelerale Users Acive Unlocked

BELLASVAN B Svan Xelerae Users Acive Unlocked -
Page 1 (1-25iems) >

‘ y

Copyright © 2001, 2007, Crecle andior s silistes. All ights reserved

5 export (ami A Showall | X
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5.2 Feature Configurations

7. Gotothe Accounts tab.

Figure 4-5 Applications provisioned to User

Sandboxes  Cuslomize xelsysadm ¥

ORACLE Identity Self Service Aj Self Service Manage
iF]

Home Users ¥ | User Details : Bella Swan %

1 Bella Swan

/' Modify © Disable X Delete £ Lock Account ) Reset Password

Affribufes  Roles  Enfitlements | Accounts = Direct Reports  Organizafions  Admin Roles

Actions v View v 4 Request ) Refresh 7 [ Detach
Applicafion Instance Re Account Name Provisioned On Status Account Type IRIZ? Start Date
COLL_CONNECTOR_GTC 399 111372018 Provisioned Primary 111372018 07:4.

r

Copyright © 2001, 2017, Oracle and/or its affilistes. All rights reserved

8. Verify the COLL_CONNECTOR_GTC application is in Provisioned status.

5.2 Feature Configurations

Collections Admin Application provides feature configuration C1-USRPROV to specify default values of the
following:

m Default User Group: Default Oracle Banking Enterprise Collections and Oracle Banking Enterprise
Recovery User Group. It is used by system only. User should not add it manually. See the Day Zero
Setup guide to get configured default user group.

m User Display Profile: Display profile value for Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery User. Configure as per your environment.

« User Expiry Date: Default value of User expiry date. If expiry date is not provided, this value is
used. It should be in format YYYY-MM-dd.

Note

Feature Configuration can be updated using native Collections Admin
Application screens.
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Figure 4—6 Feature Configuration

ORACLE" osF Collecton Afmin

T P -

crusmemav

e P g 0

L e s st et

1 cLrascsTUSER

1 AT
1 2awaai-E

5.3 Modify Users

Once user is added, it can be modified. Following are the modifiable fields:

m First Name

m Last Name

m Collections User Group

s Email

m EndDate

You can search and modify the user. To search for user:

1. Loginto Oracle Identity Self Service.

Abcui B Frgiak Symien W
@

Boommat  Daplcats | Dol Cwsr merrean

Dwast cmmr g e 6 ey e ok

v

R P

2. Inthe Manage tab, you can search for the user from Users tab.

3. Click the searched user data to view its detail.

Figure 4-7 Searching User

B export ().xmi

ORACLE Identity Self Service

Home | Users x

% Delete [ LockAccount " U

i Users

Search Display Name ¥ Q| advances

Addions v Vieww 4 Create S Edit . Ensble @ Disable
User Login R Last Name Organization ~ Jelephone
TLIUNE_PARI VI i T2iune_paryia  Keterate Users

120une_Partyld 2 Xelerals Users
7201 imezone  Xellerale Users
14 18May_t Xellerate Users
21hay_1 Xellerat Users
2iMay_tagelunit!  Xellerate Users
1siMay_targel. Xellerate Users
21_May_Custom1 Xellerate Users
22ndMay_Acoes... Xelerate Users

40ct2018_1 Xellerate Users
40CT2018 2@ORACLE COM 40012018 2 Xellerate Users
6.0GT_2018_1@ORAGLE COM 6.0ct2018_1  Xellerate Users
SJAN@ORACLE COM Sjan Xellerate Users
s0cT_2018 Boct 2018 Xellerate Users
ACC_BU_TAR AlAc BUTAR  Xelerate Users
AMITT LNAME@ORACLE COM A1 Lname. Xellerate Users
AMIT3 LNAME@ORACLE COM A1 Lname Xellerate Users
AMIT4 LNAWE@ORACLE GOM A1 Lname. Xellerate Users
AMITS LNAME@QORACLE COM A1 Lname. Xellerate Users
AMITS LHAME@ORACLE COM A Lname Xelerate Users
AMIT LNAME@ORACLE GOM A1 Lname. Xellerate Users
AMITE LNAME@ORACLE COM A1 Lname. Xellerate Users
ANILK ar anilk Xelerate Users
ANIL_NEW anil_new Xellerate Users
BELLASWAN B1 Swan Xellerate Users

base 1 (zstens »

Copyrgnt ® 2001, 2017, Oracle snlor = sflistes. Al ighis reservas

E-mail

Ace_Bu_TARQ.

anikggoracle.com

]

D ResetPassword  » | »

Identity Status  Account Status.

acwe
Acive
Acive
Actve
Acive
Acive
Actve
Acive
Acive
Active
Actve
Acive
Active
Actve
Acive
Active
Actve
Acive
Acive
Actve
Acive
Acive
Actve
Acive
Acive

Uniocxea
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked
Unlocked

Showall | X
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Figure 4-8 Detailed Information about the User

Sandboxes | Customize xelsysadm ¥
- = -

ORACL_E ' Identity Self Service ha Self Service
Home Users x | User Details : Befla Swan x [

L]

ra Bella Swan

# Modify Enable & Disable » Delete & Lock Account UnLock Account =) Reset Password
Attributes | Roles Entillements  Accounts Dirscl Reporis  Organizations  Admin Roles
47 Refresh

< Basic Information

First Name Bella Organization Xellerate Users
Middle Name User Type  Full-Time Emplayes
Last Name Swan Account Status  Unlocked
Xellerate Type  false User Login  BELLASWAN
E-mail ldentity Status Active
Manager Display Name Bella Swan

4 Account Effective Dates
Start Date
End Date
4 Provisioning Dates
Provisioning Date

Deprovisioning Date

4 Contact Information

Telephone Number Postal Address
Home Phone PO Box
To modify a user:

1. Click Modify to open Modify User page.
2. Modify the user details as per the requirement.

3. Click Submit. If the user details are valid (that is, if it does not violate any validation) then user details
are modified. A message appears on successful completion of the modify operation. This does not
guarantee successful modification of the user in Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery.
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Figure 4-9 Modify User Confirmation

— — R — - o ie o o Bl —— ammm

o Cperabion compleled successially

Home LUsers x  User Deiails - Bella Swan x G
]
L Bella Swan
# Moty 2 Disakde ® Delete & Lock Account A ) Reset Fassword
Attributes Roles  Entflements  Acoounis  Dieed Reports  Ompancabons  Admin Riokes
1) Redreah

4 Basic Information

Firsl Mamwy  Bedla Organipation  Xeledae Lnsrs
Mliddle Mame User Type  Foll.Time Employes
Last Mame  Siiai Accownt Siatus  Unlocisd
Hellerate Type  fabse User Login  BELLASWAN
E -masl ldentity Siatus  Ackve
BNt Disglay Mame  Bela Swan

4 Account Effective Dates
Srart Date
End Date
4 Prowisioning Dates
Prowisioning Date

Decaovisioning Dade

4. InUser Details page, open the Accounts tab. If Resource Name is COLL_ CONNECTOR_GTC
Collection User and Status is Provisioned, then user details are successfully modified and
provisioned to Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery.

5. If the data does not appear when the user is added, click Refresh.

Figure 4-10 Viewing Modified and Provisioned User Details

3 . ) . A
ORACLE Identity Self Service Mg Self Service Manage
Home Users % | User Details : Bella Swan * |3|
°
1 Bella Swan
7 Modify Enable & Disable ¥ Delete i Lock Account UnLock Account ) Reset Password
Affribufes  Roles  Entiflements | Accounts | Direct Reports  Crganizations  Admin Roles
actions v View v < Request ) Remove +) Refresh [F o Detach
Application Instance Resource ﬁ: E;O"S'O"ed Status Account Type ﬁ:‘? Start Date
COLL_COMMECTOR_GTC COLL_COMMECTOR_GTC .. 1M32018 Provisioned Primary 11/13/2018 07:4...
a4 »

6. Select the account to view the modified values in Detail Information section.
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7. To madify the Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery User
Group, follow the below steps:

a. Inthe Accounts tab, select the account that you want to modify.

b. From the Actions menu, select Modify.
Figure 4—11 Modify Detail Information

Sandboxes | Customize xelsysadm ¥  ---
ORACL_E dentity Self Service

Home Users x | User Details : Bella Swan >

=]
is Bella Swan

# Modify Enable © Disable ¢ Delete & Lock Account

) Reset Password
Attibutes  Roles  Entilements | Accounts | Direct Reports  Organizations

Admin Roles

View v 4 Request 3¢ Remove 1) Refresh ¥ 1 Detach

= Request Resource PS Brovisioned  grarus. Account Type Re start Date
K Remove rc COLL_COMMHECTOR_GTC wee 112018

# Modify |

Provisiened Primary 11/13/2018 07:4...

#" Modify Grant B Gpen the selected account for editing |

»
4 Request Entitiement

~ Enable

© Disable

Service Account

SampleFormUD_ORMUSERG

e

userGroup expirationDate

ALL_SERVICES  11/30/2021

Gopyright & 2001, 2017. Gracie andor its affikstes. All rights reserved

Figure 4—12 Edit Detail Information

ORACL € |dentity Self Service

ﬁ bbbt
Home Users x UserDelails - Bella Swan =

Modify Account x

&=
Modify Account Submit | Save As.. =
4 Target Users 4 Request Information
L= Effective -
Bella Swan (i ] Date b

Justification

4 Cart ltems
Display Name

359@COLL_CONNEGTOR_GTC
iy COLL_CONNECTOR_GTC

Request Details 399@COLL_CONNECTOR_GTC

Update
’ - Edit Account details

containeriD

objectclass  User

D

SampleFormUD_ORMUSERG
+ [

userGroup

]
expirationDate

ALL_SERVICES 11302021 [}

c. Click Update and then Submit.
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d. Toview the changes, go to the Accounts tab in User Details page and click Refresh. Select
the account again to view the modified group in Detail Information section.

Figure 4-13 Viewing Changes

ORAC L& identity Self Service -

(] Self Service Manage

Home Users x | User Details : Bella Swan x &=
pa Bella Swan

# Modify © Disable  Delete

£ Lock Account =) Reset Password

Attributes  Roles  Enfilements  Accounts | Direct Reports  Organizations  Admin Roles

Actions ¥ \iew ¥ 4 Request 3¢ Remove +) Refresh =3 [« Detach
Application Instance Resource ﬁg Provisioned On Status Account Type
COLL_GCONNECTOR_GTG COLL_CONNECTOR_GTC 1111312018

Re
D Start Date

Provisioned Primary 11/13/2018 0
3

COLL_COMNNECTOR_GTGC | Detail Information

4 Details
containeriD
objectclass  User

[

Service Account
SampleFormUD_ORMUSERG
e

userGroup expirationDate
ALL_SERVIGES  11/28/2024

5.4 Delete Users

Once user is successfully provisioned, it can be deleted. Oracle Banking Enterprise Collections and Oracle
Banking Enterprise Recovery supports soft delete, that is, it only expires User. User deletion request for
Oracle Banking Enterprise Collections and Oracle Banking Enterprise Recovery will only trigger when Create
User provisioning task is complete for that particular request, that is, it doesn't appear in open task list.

m |f User provisioning request has failed then rectify the problem and complete Create User
provisioning request, if required.

m [f Useris already provisioned then, mark Create User provisioning task as manually complete.

You can search and delete user. You can search for the user from Search panel and then click the searched
user data to view its detail.
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Figure 4-14 Searching Users To Delete

ORACLE 1dentity Self Service R p— m

Home | Users =
i Users
Search Dusplay Name ¥ O, Advanced
AcSons w  View v = Create Edit Enab S Demable 30 Desete B Lock Accomnt ook Aocount ) Reset Passwond 0 »
Usar Login e T Last Name Organization  Felebhone E-mail Wentify Stafus  Account Status
AU PR WL 1o Naliene_Wartysd Eebesate Users Bctron Unbosiond

_PARTYIO_2 120ene_Partyid_2  Nebesate Users Acteoe Wnlociosd

o _1_TIEZONE AT hed_1_bevezone  Meberste Users Acte Unlocked
" 1 1My _1 Hloaute Users Actn Wnlocknd
Tamay_1 Hebeaste Uners Actve Uniocked
_TAGETUMITE ZuMay_tagetunit]  Keberate Users At Uniocked
ZUSTMAY_TARGETUNIT2 Tusmuay_tmges . Melesate Users Actue Uniocied
TU_May_Cuasomi  Nelesate Users Aetoe Untscked
IInallay_fcoes... Xebede Users Actve Uniccknd
ACc218_1 Hebeame Upers acwe Unioced
B_I@ORACLE COM ACct2018_2 Nebesate Users Acteoe Unioced
018_1@ORACLE COM &_Cel_2005_1 Heeate Users Astve Unlorked
ELAMEORACLE COM o Hpbesate Linees Actve Uniccind
BOCT_I008 Socs_2018 Melesate Users At Wrdocked
ACE_BU_TAR A Aoc_Bu_TAR Hetesate Users Aoc_Bu_TARG. .. Acve Uniocked
ARIT LMAME QORACLE COM 1 Lname Hebesate Users Actve Uniocked
ANITS LMAME GORACLE COM A1 Lnasme Hpbesate Livers Actvn Unlockwd
AMITA LMAME SORACLE COM A4 Lnaeme Kmbesate Liners Actve Uniocked
ARNITS LMAME GORACLE SOM A Lname Heberate Users Actve Unlocked
ARAITE LMAME GORACLE COM A Lname Heberate Users Actve Wnlocked
ARITT LHAME @ORACLE COM 1 Lname Heteaute Lsers Actoe Lntscked
AMITS LMAME GORACLE COM & Lnarme Hbeuate Liners Acton Uniccknd
AMILK an anik Hebeante Users anikicracie com  Active Uniocked
AMIL_HEW and_new Heberate Users Actve Uniocked

| mELLASwAN 8 Swan Hetesate Lisers Aetece Untecked -

Page 1 (1-25 Bems) (0| >

Copregmt 8 2001, 2017, Cracks braier a3 shasks. AS Fhes rbarvd

Figure 4-15 View User Details

Sandbowes — Cusiomize xelsysadm w ===

ORAC L Identity Self Service S Seif Service w

Home Users % | User Details : Bella Swan = ==
-
pa Bella Swan
o MaCmity Enabile = Disabie ¢ Debete & Lock Account WInLock M ocount W) Resel Fassword
Artributes Roles: Enttiements Aocoounts Direct Reports Orgamiz atons Ausmin Roles
43 Refresh

i Basic Information

First Name Beilla Owpanization  Xelerate Users
Mididie Name User Type  Full-Times Employes
Last Name Swean Account Status  Uniocked
Xellerate Type  false User Login  SELLASWAN
E.mait Identity Status  Active
Manager Desplay Name Seila Swan

- Account Effective Dates
Seart Date
Emnd Drate

 Provisioning Dates

Provisioning Date

Deprovisioning Date
< Contact Information

Telephone Mumbes Postal Address

Home Phone PO Box

1. Click Delete Icon to delete user.
User authentication happens on data stored in OID. If user details are not available in OID then the
user will no more be an authenticated user.
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6 Create, Modify, Delete Users using DB
Based Configurations

This chapter explains the process of creating and provisioning users using DB based configurations.

6.1 Create and Provision Users

To create users:

1. Create the application role from the Define Application Role (Fast Path: SM002) page.

Figure 4-16 Define Application Role (Fast Path: SM002)

[® Oracle Banking Platform x + - X

< C A Notsecure | 10.40.64.101:8002/com.ofss.fcuiview.obec/ * 0 » O :

= ORACLE® Fast Path/Screen Name q E * x PostingDate ;1 qer

Nov 01,2007

Define Application Role @ Update = print # Clear 3¢ Exit

Application Role Details

* Role ID * Role Name * Description * Type Actil
CollBKSpecialist BK Specialist BK Specialist ) Internal
offlineRole offlineRole offlineRole ) Internal
CInManagerCin ClnManagerCin ClnManagerCin y Internal
Administrators Administrators Administrators ) Internal
cinCollectorErPmtnd CInCollectorerPmtMd CInCollectorErPmtid y Internal

12:30 PM
11/19/2020

A~ )

Entries move inthe FLX_SM_LOCAL_APP_ROLES table.

2. Create the enterprise role and link application role to it from the Define Enterprise Role (Fast Path:
SMO003) page.
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Figure 4-17 Define Enterprise Role (Fast Path: SM003)

[@ Oracle Banking Platform x  + = X
<« C A Notsecure | 10.40.64.101:8002/com.ofss.feuiview.obec/ * O N e H

= ORACLE®

Fast Path/Screen Name Q] E * x Posting Date 5 oy e

Nov 01, 2007

@ SM002 X IRk

Define Enterprise Role

EREENE (2) Update & Print K Clear 3 Exit

Enterprise Role Details

*Role ID * Role Name * Application Role Action

CollBKSpecialist CollBKSpecialist OfflineRole - OfflineRole; CInCollectorErLstMd - CInCollectorErLstM

OfflineRole OfflineRole OfflineRole - OfflineRole

CInCollectorErLstMd CInCollectorErLstMd CInCollectorErLstMd - CInCollectorErLstMd

CInCollectorDialer CInCollectorDialer CInCollectorDialer - CInCollectorDialer

ClnSupervisorCln ClnSupervisorCln ClnSupervisorCln - CInSupervisorCln

https://10.40.64.101:8002/com.ofss fe.uiview.obec/#

Entries moves in the FLX_SM_LOCAL_ENT_ROLE and FLX_SM_LOCAL_ENT_APP_LNK tables.

3. Create user and link enterprise role to user from the Manage User Creation (Fast Path: SM004) page.

Figure 4-18 Manage User Creation (Fast Path: SM004)

Oracle Banking Platform X + - X
<« C A Notsecure | 10.40.64.101:8002/com.ofss.fc.uiview.obec/ * 0 » O :

= ORACLE®

Fast Path/Screen Name Q E > x PostingDate 5 ger

Nov 01, 2007

sMo2 % smoo3 x [ENIEE
Define Manage User Creation o Create (3 Update

5 Print K & Clear ¥ Exit

User Details

*UserD  stalinmi

Personal
“Name Mike1 Stalin Middle Name
* Email Id manojkumar.mantri1@oracle.com Phaone Number 4403409997
* Preferred Language  English Administrator
* Description
4
Profile

*UseriD stalinmi

Is Active v Nov 01,2007
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Entries move inthe FLX_SM_LOCAL_USERS and FLX_SM_LOCAL_USR_ENT_ROLES tables.

Policy for the services with respect to each role can be applied using the Policy Management (Fast
Path: SM502) page. This helps in deriving which activities can be performed by which role. User can
add or delete the role and grant access for the service.

Figure 4-19 Policy Management (Fast Path: SM502)

© [Filter for Fixed bugs] lssue Navic X [@] Oracle Banking Platform x Environment x| + - X

<« C A Notsecure | 10.40.64.101:

/faces/collmain.jspx ¥t O N e H

Fast Path/Screen Name Q E * x Posting Date . ger

Nov 01,2007

Policy Management VOK  # Clear ¥ Exit

_= iesuulve Nailie
* Resourceé  com.ofss.fc.appx.collection. service.search.AccountCentricAdvanceSearchApplicationServiceSpi.read
* Resource Type SERVICE
4 Paolicy Table

View v = ¥ i’ Detach

NAME * EFFECT * ACTION DESCRIPTION * ROLES CONDIT
CLNCOLLECTORDIALER_OBP_APPX_COLLECTION_SERVICE_SEARCH_ACCOUNTCENTRICADVANCESEARCHAP... GRANT PERFORM CLNCOLLECTORDI CInCollector..
Administrators-com.ofss.fc.appx.collection.service.search.AccountCentricAdvanceSearchApplicationServiceSpi.r..  GRANT PERFORM Administrators-co... Administratars
CinCollectorErLstMd-com.ofss.fe.appx.collection.service.search. AccountCentricAdvanceSearchApplicationServic..  GRANT PERFORM CinCollectorErLstM...  CInCollectorE..
ClnsupervisorCin-com.ofss.fc.appx.collection.service.search.AccountCentricAdvanceSearchApplicationServices. GRANT PERFORM CInSupervisorCln-c Clnsuperviso e

https://10.40.64.101:8002/com.ofss fe uiview.obec/faces/collmain jspx#

Note that seed will be applied of policy entries for product shipped roles.

Tables include FLX_SM_LOCAL_RESOURCES, FLX_SM_LOCAL_POLICY_ENTRY and FLX_SM_
LOCAL_RES_POENT_LNK.

User Provisioning

User provisioning is achieved in two ways:

User Creation: While administrator creates a user ID from Manage User Creation (Fast Path: SM004)
page, system verifies the role linked to user created and compares in table flx_fw_config_all_b where
prop_id=’collection.roles’.

« Ifrole present in the table, an entry is created in Collections Admin (SC_USER and its
respective tables) with pre-configured values as per feature configuration C1-USRPROV .

« If role of new user created not present in flx_fw_config_all_b table, then no entry created for
Oracle Banking Enterprise Collections as part of user provisioning.

User Access to Collections Service or Page:

« If Oracle Banking Enterprise Collections Ul or service is called by user, that user is provisioned
in Oracle Banking Enterprise Collections.

o Anentry is created in Collections Admin (SC_USER and its respective tables) with pre-
configured values as per feature configuration C1-USRPROV.
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Note

m Theentry in FLX_ FW_CONFIG_ALL_B with prop_
id=collection.roles is also used for showing the Collector
Dashboard (Fast Path: COLL100) as the home page.

m If factory_shipped_flagis Y, then the dashboard of users linked
toroles in prop_value will have COLL100 as default home page.

m But for user provisioning the factory_shipped flag=Y orN
check is not done, system picks the role mentioned in prop_
value by default.
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7 Verification

This chapter details the verification of the configurations performed for OIM.

7.1 Verification of OIM Configuration

To verify OIM configuration, follow the steps:

1. Ensure that OID details are populated properly as per the environment used (under IT Resource details
for Directory Server). Verify whether the server URL is in the following format:

Idap ://< OID IP> :< OID PORT>.

If Connection pooling supported flag is true, then update the parameter value to false. Current
implementation is tested with Connection pooling supported flag to be false.

Figure 5—1 Viewing IT Resource Details and Parameters

View IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters H

IT Resource Name
IT Resource Type

Parameter
Abandoned connection timeout
Admin Login
Adimin Password
Changelog Container
Connection pooling supported
Connection wait timeout
Date Farmat
Inactive connection tmeout
Initial pool size
Max pool size
Min pool size
Pool preference
ResourceConnection dass definition
Search Base
Server SSL URL
Server URL
Target supports only one connection
Timeout check interval
Use 851
User Reservation Container
Validate connection on borrow

Vvalue
00
en=ordadmin
n=changelog
false
120
¥yyyMMddHHmmss
00
5
0]
5
Default
oracle.iam.Idapsync. impl.repository.LDAPConnection
de=i-flex,dc=com

Idap://10. 180,25, 56:3060
false
50
false
n=Users,dc=i-flex, de=com
true

2. While creating User from OIM, an exception Unable to find attributes in OID schema may occur for
following attributes. If such issue is faced, ensure the following attributes are present in OID Schema
and are added to object class orclIDXPerson as optional attributes. (Required for OIM functioning).

Table 5—-1 OID schema attributes

Attribute Name

Syntax

Orclpwdexpirationdate

Generalized Time

Orclpwdchangerequired Boolean
Orclaccountenabled Boolean
Orclaccountlocked Integer

Note

The above mentioned attributes are added only for OIM functioning.
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7.2 Verify Users in Native Collections Admin Application

Following steps are required to verify users in native Collections Admin Application after provisioning:

1. Login to native Collections Admin Application Ul using administrative credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp

Figure 5-2 Login screen

ORACLE

User ID
Password
Login
Language English

niing Enterprise Dafault Mansgement Admin V27.0.0.0
e Al dThe

Oracke Ba
‘Cepyrght ® 2000, 2015 Or

sofivare o a5 spesfed

o pyright, pstent, and sisassemsly, e Programs, excest
by law, s profibited.

2. Navigate to User screen from Menu > Admin > U > User.

Figure 5-3 User Screen - User Navigation

ORACLE’

ORACLE’ oracle Banking Enterprise Default Management Admin

A Home == Menu  #2) Admin History
A

User

Main | ToDo Roles | Accos

User D MANOJMUS

Login ID MANGIM

Last Name us

First Name Manoibt

Language Engish v

Display Profile 1D NGRTHAN merica

1ime zone

Email Address

Dashboard Widin 200

Home Page =

To Do Summary Age Bar
o Do Entres Less Than houid Be Grasn

To Do Entries More Than Should Be Red

Owner

User Group

User

User Defined Fields.
User Group >

ALL_SERVICES Customer Modification

C1_CLSERVICES All's

Customer Modification

User Type:
Portals Profile User ID

Favorites Profile User ID

About@ Manomus W
@ ren

Bookmark | Clear Save | Refresh

Owner  Customer Modification
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Figure 5—-4 User Screen - Main Tab

ORACLE" oracle Banking Enterprise Default Management Admin

A Home == wenu

User

Main | ToDoRoles | Access Securty | Portal Preferences | Bookmarks | Favorie Links | Favorite Scripts | Gharacteristics || Miscellaneous

User D

Login ID

Last Name

First Name

Language

Display Profile ID

Time Zone

Email Address

Dashboard Width

Home Page =

To Do Summary Age Bar
To Do Entries Less Than
To Do Entries More Than

User Group

+ @

1) admin

¢ History

Y

o

0] pays 0d Should Be Green
0] Days O/d Shouid Be Red
Expiration Date Ovner

o L]

About@®  Manom Us W
@ ven

Bookmark | Clear Save  Refresh

Owner

User Enable v l

User Type v

Portals Profile User ID BN
Favories Profile User ID S

3. Click Search icon. User Search dialog window is displayed. To search for a user, enter User ID and

click Search.

Figure 5-5 Searching Particular User

A Mot secure | hitps//10.180 002/ Collaction,
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s e

* o w e

b [ weblogic % RA [ jove docs Other book
About @ Manoj us
Bookmark | Clear| Save  Refresh
Owner
User Enable -
User Type 2

0

Fortais Profii User 10

Favorites Profile User ID o
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Figure 5-6 Search Result in User screen

ORACLE oracle Banking Enterprise Default Management Admin Avout@  Manojm us W
A Home = Menu ) admin ¢ History © e
User Bookmark  Duplicate  Delete Clear /- Refresh

Main | ToDoRoles  Access Security  Portal Preferences  Bookmarks  Favorite Links  Favorite Scripts  Characteristics  Miscellaneous

User ID BSWAN o Ouner Customer Modification
Login ID BELLASWAN [
Last Name Swan User Enable Enable v

First Name Bella o = ’
Language Engiish ¥ Portals Proflle User ID o

Display Profie D NORTHAM O\ North America Favortes Profi User 1D BN

Time Zone o

Emall Address l

Dashboard Width 200

Home Page = o
To Do Summary Age Bar

To Do Entries Less Than 100 Days Old Should Be Green
To Do Entries More Than 300 Days Oid Should Be Red »
User Group Expiration Date Ovmer
# [ 3 ALL_SERVICES O, System User Group  11-30-2021 B Customer Modiication

7.3 Create Users in Collections Admin Application

Follow below steps to create user in Collections Admin Application.
1. Loginto native Collections Admin Application Ul using administrative credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp

Figure 5-7 Login screen

ORACLE

User ID

Password

Login

Language  English

Oracle Banking Enterprise Defsuk Management Admin V2.7.0.0.0

Copyright @ 200, 2015 Orscle. Al ights reserved The program (which includes both the softwsre and contain propr e s sreslso R .
protected by copy'ight, patent, and ather intelleciusl and indusiris! progerty lews.Reverse enginesring, dissssemoly, or decomplatian of e Frograms, except o to obiain with ciher inde software or ss specifed ORACLE
by law, is prohibited.
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2. Navigate to User screen from Menu > Admin > U > User.

Figure 5-8 User Navigation

To Do Summary Age Bar
To Do Entries Less Than Bhould Be Green

To Do Entries More Than Should Be Red

ORACLE’ oracle Banking Enterprise Default Management Admin About€) ManojMus W
A Home S wenu ) Admin History © ren
A =
User B Bookmark Clear <:/c  Refresh
Main | To Do Roles | Accesi C feferences | Bookmarks | Favorte Links | Favorfe Scripts | Characteristics | Miscelaneous
User ID MANOJMUS Owner  Customer Modification
Login ID MANOIM_, ¢ [
Lact Name us -
Language Engish v Portais Profle User ID
Display Profie 10 NORTHAW | \merica Favories Profe User ID
Time Zone .
Frail Adciress " l
Dashboard Width 200 .
Home Page o
R
s
User Group Al Expiration Date Owner
C1_CLSERVICES Al g User Defined Fields Add Customer Modification
User Growp >

Figure 5-9 User Screen - Main Tab

ORACLE" oracle Banking Enterprise Default Management Admin Avout @  Manoim us W
A tome = menu ) Admin ¢ History @ ren
User Bookmark  Clear Save Refresh

Main | ToDoRoles | Access Securty | Portal Preferences | Bookmarks  Favorfe Links | Favorite Scripts | Characteristics || Miscellaneous
UserID LY Owner
Login ID l
Last Name User Enable v

Language v Portals Profile User ID .
Display Profile ID S Favories Profile User ID A
Time Zone S

Email Address

Home Page

Q
To Do Entries Less Than 0/ Days OId Should Be Green

+ @ o L]

3. Inthe User page, enter the following details in the respective fields:
= User Id: OIMOBPCO
= Login Id: OIMOBPCOLL
m First Name: OIMOBPCOLL
m Last Name: OIMOBPCOLL
= Language: English
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= Display Profile ID Tender Source: NORTHAM

m Email Address: OIMOBPCOLL@oracle.com (This is a sample email address. Provide valid
administrator email address)

m Dashboard Width: 200

m Home Page: c1_ormbhTabMenu
m To Do Entries <: 50

m To Do Entries >: 100

m User Group: CLNHOSTUSER with Expiration Date: 01-01-2100 (add expiration date as per
requirement)

m User Enable: Select Enable
4. Click Save.

Figure 5-10 User Screen

ORACLE' oracle Banking Enterprise Default Management Admin About ) ManojMUs W'
A Home == Men Q Admin  § History © e
User Bookmark Duplicate  Delete Clear Save  Refresh

Main | ToDoRoles AccessSecuriy Portal Preferences  Bookmarks  Favorite Links  Favorie Scripts  Characteristics  Miscellaneous

User D OFSSUSER <} Ouner  Customer Modifcation
Login ID (OFSSUSER] [
Last Name Cssuser User Enable Enadle v
First Name Oissuser User Type l
Language English ¥ Portals Profile User 1D R
Display Profile D NORTHAM O, North America Favartes Profile User ID Q
Time Zone o
Email Address
Dashboard Width 200 l
Home Page = o
To Do Summary Age Bar

To Do Entries Less Than 50 Days Od Should Be Green

‘To Do Entries More Than 100 | Days Oid Should Be Red

u Expiration Date Quner i

+ L_SERVICES O, System User Group 01012100 & Customer Modification
+ [ & C1_CLSERVICES O, All Senvices(C1- Collection Admin) 01-01-2100 B8 Customer Modification

5. OIMOBPCOLL Useris successfully created.
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